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OIIPEIEJIEHMSI

B HacTosiem nokymeHre ucnonb3yiores CNICAYIOLIHE TEPMHHBI U HX ONpee/CHH .

ABTOMATH3HPOBAHHAN CHCTEMa — CHCTEMa, COCTOsALIAs M3 MEpPCOHaNa M KOMILIEKca
CPE/ICTB aBTOMATH3ALMH €r0 NeSTENbHOCTH, pealn3ylomas MH(POPMALHOHHYIO TEXHOJIOTHIO BbI-
TIOJIHEHHS YCTAHOBIEHHBIX (DYHKLMIA.

AyTeHTHOHKALMS OTHPaBHTENS AAHHBIX — MOATBEPIKACHHE TOrO, YTO OTIPABHTENb
MOMyCHHBIX JaHHBIX COOTBETCTBYET 3asBIEHHOMY.

Be3onacnocTs nepcoHaNbHBLIX JAHHLIX — COCTONHME 3alMILEHHOCTH NEPCOHANBHBIX
AGHHBIX, XapaKTEPH3yeMOe CMIOCOGHOCTBIO MONB30BATENEl, TEXHHYECKHX Cpencts M uHMGopmMaLu-
OHHBIX TEXHOJIOTHH 06ecneyuTh KoH(GUACHIMAILHOCTD, LENOCTHOCTD AOCTYMHOCTB NMEepPCOHab-
HBIX IAHHBIX NIPH WX 00paboTke B HHPOPMALMOHHBIX CHCTEMaX NEePCOHAJIBHBIX JAHHBIX.

BiokupoBanne nepCOHANBHBIX JAHHBIX — BPEMEHHOE NpekpaieHue cbopa, cHcrema-
TH3aLHH, HAKOTUICHHUS, HCTIONIB30BAHMSA, PACTIPOCTPAHEHHS NEPCOHANBHBIX NaHHBIX, B TOM YHCJIE
HX Mepeayn.

Bupyc (koMnbioTepubiii, NPOrpamMMHbIii) — MCIIONHAEMBIH MPOrpPaMMHBII KO HiIH HH-
TeprpeTHpyeMBIii HabOp MHCTPYKuMii, o6najatomuii cBOMCTBAMK HECaHKLIHOHUPOBAHHOIO pac-
MpOCTpaHeHHs! U camoBocnpousseneHus. CosjaHHbie MyGaMKaThI KOMINBIOTEPHOTO BUpYca He
BCCTAa COBMAJAOT ¢ OPHTHHAJIOM, HO COXPaHAIOT CIIOCOBHOCTD K AanbHelilleMy pacnpocTpaHe-
HHIO H CaMOBOCIPOH3BEICHHIO.

Bpenonocnasi mporpamma — NIporpaMMa, npeJHa3Ha4YeHHas s OCYILECTBJEHHS He-
CaHKLHMOHMPOBAHHOIO JIOCTYNa ¥ (/M) BO3JEHCTBHA Ha MEPCOHANbHBIE JAHHLIE M pecypcel
MH(POPMALHOHHOM CHCTEMBI MEPCOHANBHBIX AAHHBIX.

Bcnomorarenbuble TexHHYecKHe CPEACTBA H CHCTeMBbI — TEXHHYECKHE CPEJICTBA H CH-
CTEMBI, HE NpeIHA3HAYCHHBIC [Vl Mepenaud, o6paGoTkH M XpaHeHus NEPCOHANBHBIX JaHHBIX,
YCTaHABJIMBACMBIC COBMECTHO C TEXHHYECKMMH CPEJICTBAMH H CHCTEMaMH, npeaHa3HaYeHHbIMH
At 06paGoOTKH MEpPCOHANBHBIX JAHHBIX WIH B MOMEIICHHSIX, B KOTOPBIX YCTaHOBJIEHB! HH(OpPMALH-
OHHBIE CHCTEMBI NIEPCOHANIBHBIX IaHHBIX.

HMoctyn B onepauHoHHylo cpexy KomnbioTepa (MHpOpManHOHHOI CHCTeMbI nepco-
HAILHBIX AAHHBIX) — M0/y4eHHE BOSMOXHOCTH 3aITyCKa Ha BBINONHEHHE LUTATHBIX KOMaH1, yHK-
LI, NPOLIEYp OMEpaLOHHON CHCTEMBI (YHMYTOMEHHS, KOTMPOBAHHS, NEPEMELLECHHUA H T.I.), HCION-
HAEMbIX (aiiJIOB NPHKIIANHBIX MPOrPaMM.

Hoctyn k HHpOpMALHH — BO3MOXHOCTD noJy4eHHs: MHPOPMALIMH U €€ HCTIOb30BaHHA.

3aknano4Hoe yeTpoiicTBo — anemeHT cpencTa chema MH(POPMALMH, CKPBITHO BHEIPSIEMBIii
(3aKnaapIBaEMBIH HIIM BHOCHMBIIT) B MECTa BO3MOYCHOTO CheMa MH(pOPMaLMK (B TOM YKClie B Orpaxe-
HHE, KOHCTPYKLUIO, 000pYAOBaHHE, NPEAMETH HHTEphEpa, TPaHCMOPTHbLIE CPEJICTBA, & TAKKE B TeXHH-
HECKHe CpeacTsa U cHcTeMbl 006paboTku MHpOpMaLHH).

3ammmaemass undopmanus — HH(pOpMALKs, SBJISIOWASCS TPEIMETOM COOCTBEHHOCTH M
ToJIeHallas 3al|Te B COOTBETCTBHH ¢ TPeGOBAHMAMH IPABOBBIX JOKYMEHTOB MM TpeOGOBaHUAMH,
YCTaHAB/IHBACMBIMH COOCTBEHHHKOM HH(OPMALIHH.

HpenTnuKanms — npucBoeHUe CYGBEKTaM M 00BeKTaM AocTyna uaeHTH(HKaTopa U (WK)
CPaBHCHHE NPE/BAB/IAEMOT0 HICHTH(UKATOPA C NepeyHeM NPUCBOEHHBIX HIEHTH(HKATOPOB.

HupopmaTusHblii CHrHAN — 3MeKTPHYECKHE CHIHATBI, AKyCTHYECKHE, JEKTPOMArHUTHLIE H
ApyrHie (u3MtecKue o, N0 NapaMeTpamM KOTOPBIX MOXKET ObITh packpbiTa KOHHAEHLMATBHAS HH(Op-
MaLws (MEpCOHANbHBIE JaHHEIE) 06pabaThiBacMast B MH(POPMALIHOHHOH CHCTEME NEPCOHATIHBIX JAHHbIX.

Hudopmauuonnas cucrema nepcoHaibhbIX AauHbIX (MCIIIn) — uadopmanmonHas
cucTema, MpeACTaBIoWas co60# COBOKYNMHOCT NEPCOHANBHBIX JAHHBIX, coaepxauiuxcs B Oa-
3¢ NaHHBIX, a TaKXKe MHOOPMALMOHHBIX TEXHONOTHH M TEXHHYECKHMX CPEACTB, MO3BOJIAIOLIMX
OCYWECTBIIATE 06pabOTKY TAKHX NMEPCOHANBHBIX AAHHBIX C HCIONB30BAHMEM CpPEICTB aBTOMATH-
3aLMK MK 63 HCNONB30BAHMS TAKUX CPEJICTB, HMCTIOJIb3yeMast B 06pa3oBaTeIbHOM yupex AeHHH.

Hudopmannonubie TeXHOIOMHH — MPOLECCH], METOIbI noKcka, cbopa, xpaHeHus, 06pabor-
K, MPEIOCTABICHHA, PaCcMPOCTPaHEHHs HHOPMALIHK H CIOCOGEI OCYILIECTBNEHUS TAKHX MPOLIECCOB W
METOJI0B.



Hcnoan3oBanue NepeoHadbHBIX JaHHBIX — AelicTBUs (OnepauyH) ¢ MepCOHANbHBIMU
flAHHBIMH, COBEPIIACMbIC OTIEPATOPOM B LIE/IAX NPHHATHA PELICHUH WM COBEPLICHHS HHBIX NeH-
CTBHH, MOPOXAAIOUINX IOPUAMYECKHE MOCIEACTBUS B OTHOLICHUM CyOBeKTa mepcoHanbHbIX
AaHHBIX WJIH APYrUX ML MO0 MHBIM 06pa3oM 3aTpardBaroLMX npaBa ¥ cBoGOAbI cyOBEKTa
NEPCOHANIBHBIX JAHHBIX WU APYTHX JIMLL.

Hcrounuk yrpoasi Gesonacnoctn undopmanuu — CYOBEKT JIOCTyTIa, MaTepHaIbHbI 00H-
CKT HIH (PH3HYECKOE SIBNICHHE, SBISIOLMECS TIPHYMHON BOBHHUKHOBEHHS yrpossl 6e30macHOCTH MH-
dopmauum.

KouTponupyemas 30Ha — npoctpancTeo (TeppHTOpHA, 3NaHKE, YACT 3AHK, TIOMELLIEHHE), B
KOTOPOM HCKIFOHEHO HEKOHTPOIHPYEMOE NPEOEIBAHHE NOCTOPOHHHX JIHLI, @ TAKOKE TPAHCTIOPTHBIX, TEX-
HHYECKMX M HHBIX MaTepHaTbHEIX CPE/ICTB.

Konduaenuuansuocrs nepconanbubix JaHHbIX — 063aTe/bHOE 1S cobmonenus onepa-
TOPOM M HHBIM TOJTy4HBLUHM JOCTYN K TIEPCOHANIBHBIM JaHHBIM JMLIOM TPeGOBAHHE He JIOMYCKATh HX
pacrpocTpaHeHHs O3 cornacus CyGBeKTa NepeoHaIbHBIX JaHHBIX WIH HATHUHS HHOTO 3aKOHHOTO OCHO-
BaHHAL.

MexcereBoii  IKpaH—  JOKalbHOE (OLHOKOMIIOHEHTHOE) WM  (DYHKLMOHAILHO-
pacnpeieNieHHoe NPorpaMMHoe (NPOrpaMMHO-aNMapaTHoe) CPecTBO (KOMILIEKC), peaM3yIoIlee KOH-
TPOJIb 33 MH(OPMALIKEHi, NOCTyNaoLel B HHPOPMALHOHHYIO CHUCTEMY MEPCOHANBHBIX JaHHBIX M (MIH)
BBIXOJALIEH W3 HHOOPMALIMOHHOH CHCTEMBI.

Hapywmurens Ge3onacHOCTH NepcoHANBHBIX JAHHBIX — (usHyeckoe Lo, cryyaiiHo WK
NPEAHAMEPCHHO COBEPLIAIOLLEE ACHCTBHS, CIIEICTBUEM KOTOPBIX ABJISETCA HApylueHHe Ge30nacHocTH nep-
COHAILHBIX IAHHBIX IPH HX 0OPaBGOTKE TEXHHYECKHMH CPEICTBAMH B HH(OPMALMOHHBIX CHCTEMAX nep-
COHAIbHBIX JAHHBIX.

HeasTomaTH3npoBanHas 06paGoTKa MepPCOHANLHBIX NAHHBIX — obpaboTka nepco-
HAIBHBIX JAHHEIX, COJEPXKAIIMXCA B HHPOPMALMOHHON CHCTEME MEPCOHABHBIX JaHHBIX JHGO
M3BJICYEHHBIX H3 TAKOH CHCTEMBI, CYMTAETCS OCYIUECTBICHHOM 6€3 HCIONb30BaHKs CpeacTB aB-
TOMATH3alHH (HEaBTOMAaTH3HPOBAHHOM), €C/IM TaKHe NEHCTBHS C NEePCOHAIbHLIMH JaHHBIMH,
KaK HCMO/Nb30BaHWE, YTOYHEHHE, PACNPOCTPAHEHHE, YHHUTOKEHHE MEPCOHANBHBIX JAaHHBIX B
OTHOLICHHH K&X/O0r0 U3 CYOBEKTOB MEPCOHANBHBIX AAHHBIX, OCYLIECTBIISIOTCS npH Henocpen-
CTBEHHOM Y4acCTHH YeJiOBeKa.

HepexnapupoBanHbie BO3MOXKHOCTH — (DYHKLUMOHABHEIE BO3MOMKHOCTH CPE/CTB BbIYMC-
JIATE/ILHOH TEXHHKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOLIHE ONHMCAHHLIM B JOKYMEHTALMH, NPH KC-
TO/B30BaHHH KOTOPBIX BO3MOXCHO HapyLIeHHe KOH(HAEHLMANBHOCTH, IOCTYMHOCTH WM LIEJIOCTHOCTH
obpabarsiBaeMOii HHpOpPMALMH.

HecankunonupoBanublii 1octyn (HecaHKUHOHHPOBAHHBIE JeiiCTBHS) — JOCTYN K HH-
(opmaumn wm neficteus ¢ HHbOPMauMeli, HapylaoLe NpaBuia pasrpaHHyeHus JOCTYNa ¢ HCIOJb-
30BAHMEM LUTATHBIX CPE/CTB, MPEAOCTABIACMBIX HHPOPMALMOHHBIMU CHCTEMaMH NEPCOHAIBHBIX
JIaHHBIX.

Hocurenb napopmannn — usnyeckoe MO WM MaTepUabHbI OGBEKT, B TOM YHCIE busu-
HECKOE TioJie, B KOTOPOM MH(OPMALKSA HAXOMT CBOE OTPEKEHHE B BHIE CHMBOJIOB, 00pasoB, CHrHaoB,
TEXHUYECKHX PELUEHHH H NPOLIECCOB, KONMMECTBEHHBIX XAPAKTEPUCTHK (PHIHYECKHX BETUYHH.

ObesHunBanHe NEPCOHANLHBIX JAHHBIX — NEHCTBUA, B Pe3y/bTaTe KOTOpPBIX HEBO3-
MOJHO OMPENCIHTE NPHHAICKHOCTE MEPCOHANBHBIX JAHHBIX KOHKPETHOMY CyGBEKTY nepco-
HaJIbHBIX JaHHBIX.

O6paboTka nepcoHanbHbIX JaHHBIX — AEHCTBHA (OnepaLyH) ¢ NepPCOHANBHBIMH JAHHBIMH,
BKIIO4asi COOP, CHCTEMATH3ALIMIO, HAKOTUIEHHE, XPaHEHHe, YTOuHeHHe (OGHOBEHHe, M3MEHEHHE), UC-
N0/1630BaHHE, PacrpOCTpaHEHHE (B TOM YHCIie nepeayy), 0beannuuBatKe, 6I0KMpOBaHKe, YHHYTOKe-
HHE MEPCOHANBHEIX JaHHbIX.

ObwieocTynHble MEPCOHANLHBIE JaHHBIE — NEPCOHANBHBIE AaHHbIE, AOCTYN Heorpa-
HUYEHHOTO Kpyra JIML K KOTOPBIM NPENOCTaBIIEH C COrMIacHs CyObeKTa MepcoOHaNbHBIX JaHHBIX
HJH Ha KOTOpPBIC B COOTBETCTBHH C (eiepabHBLIMU 3aKOHAMH HE PaclpOCTPAHSETCs TpeGoBaHHe
cobmoneHHA KOHPHAEHLIMATBHOCTH.



Onepatop (nepcoHaIbHBIX JaAHHBIX) — TOCYAAapCTBEHHBIH OpraH, MyHHUMITATbHBIH OpraH,
IOPHAMHECKOE HIIH (PM3HYECKOE JIMLIO, OpraHusyioliee U (WiH) ocywliecTBsitolee 06paboTky nepco-
HATILHBIX JAHHBIX, 2 TAKOKE ONPEAEAIOLIME LIeH M CONepkaHKe 00paGOTKH NMepCOHANBHBIX JaHHbIX.

Ilepexpar (nHpopmanuu) — HENpaBOMEPHOE MoOJiyyeHHEe MHPOPMAUMH C M-
TI0JIb30BAHUEM TEXHHYECKOTO CPE/ICTBA, OCYIIECTBISIOWETO 0GHapyKeHue, npuem u o6paboTky
HH(OPMATHBHBIX CHTHAJIOB.

Ilepconanbubie AaHHbIE — MoOGas MHDOPMALMA, OTHOCAIIAACH K OnpeJeNeHHOMY HIIH
ONpEACIIAEMOMY Ha OCHOBaHWHU TakoH MH(OpMaLMu PH3HYECKOMY JHLLY (cybnekTy nepconans-
HBIX JIAHHBIX), B TOM 4HCJie €ro paMUIUs, UM, OTYECTBO, roj, MECsLl, AaTa H MECTO POXKAEHMA,
aJpec, ceMeiiHoe, COLUUaNbHOE, HMYILECTBEHHOE TOJIOKEHHE, obpasoBanue, npodeccus, noxo-
Apl, Apyras UHGopMaLus.

IloGounble 3/1eKTPOMATHHTHBIE H3YYeHHS H HABOXKH — SJICKTPOMAarHUTHbIE M3JTyye-
HHSA TEXHHYECKHX CPENCTB 06paboTKy 3alniaeMoil HHpOPMALMK, BO3HHKAIOIKE KaK NOBoYHOE
ABJICHHC W BBI3BAHHBIC 3JIEKTPHYECKHMH CHTHAJAMH, AEHCTBYIOIHMH B HX SNEKTPUYECKHX H
MarHMTHBIX LCMAX, a TAaKXKe JJICKTPOMArHUTHbIE HABOAKH 3THX CHMIHAJIOB Ha TOKOTPOBOASLLHE
JMHHH, KOHCTPYKLMH U LICTIH NUTAHMS.

IoanTHKA «YHCTOrO CTONA» — KOMIIEKC OPraHH3ALUOHHBIX MEepONpHATHH, KOHTPOIHU-
PYIOUIMX OTCYTCTBHE 3aMHMChIBAHMA HA OyMaHble HOCHTENH KiIIOYei U aTpubyToB Jocryna (ma-
poJieit) ¥ XpaHeHHs UX BOJIH3M 06BEeKTOB JocTyna.

ITosnb3oBaTesib HHPOPMALHOHHOI CHCTEMBI NEePCOHAIBHBIX JAHHBIX — JIMLIO, YYacT-
Bylollee B QYHKUMOHMPOBAHHH HH(MOPMALMOHHON CHCTEMbI NMEPCOHANBHBIX NAHHLIX HIIH MC-
NOJIb3YIOLEE PE3Y/IBTAThl €€ (PYHKLMOHHPOBAHHS.

lpaBuia pasrpannveHHs A0CTYna— COBOKYNHOCTb NpaBHJl, pernamMeHTHPYIOLIMX
Tpasa 0cTyna cyGbeKTOB A0CTYNa K 06beKTaM 10CTyna.

Ilporpammuas 3akaafka — Koj Nporpammsi, MPEAHAMEPEHHO BHECEHHBIH B Mporpammy
C LCTIbIO OCYLUECTBUTE yTEUKY, H3MEHHTD, OJIOKHPOBATh, YHHYTOXKHTh MHYOPMALIMIO WM YHH-
YTOXHTh H MOAM(MHLHPOBATL MPOrpaMMHOE oGecrieueH e HH(POPMALMOHHOM CHCTEMBI Nepco-
HAIBHBIX JAHHBIX H (M/1H) 67I0KMpPOBATH annapaTHble CPeACTBa.

IIporpammuoe (nporpammHo-MaTemaTHueckoe)  Bo3jeiicTBHE — HECaHKLIHO-
HHPOBAaHHOE BO3/IEHCTBHE HA PECYPCH ABTOMATH3MPOBaHHOH MH(DOPMALMOHHOM CHCTEMBI, OCY-
LUECTBIAEMOE € MCTIONIE30BAHUEM BPEJIOHOCHBIX TIPOrPaMM.

PackpbiTHe nepcoHaJbHbIX AAHHBIX — YMBILLIEHHOE HIH Clly4yalHO€ HapyLIeHHe KOH-
¢HuaeHIMANBEHOCTH NEPCOHANBHBIX JAHHBIX.

Pacnpoctpanenne nepconHanbHbIX JaHHBIX — AeHCTBHUS, HanpaBJieHHbIE Ha mepenavy
MEPCOHANBHBIX NaHHBIX OMPENEIEHHOMY KpYry JHL (Tiepeaaya NepcoHaNbHbIX NaHHBIX) MK HA
O3HAKOMJICHHE € NIEPCOHANBHBIMHM JaHHLIMH HEOTPAHHYEHHOTO KpYTa JIHLL, B TOM 4Hciie 0GHapo-
AOBAHHE NEPCOHANILHBIX NAHHBIX B CPE/CTBAX MAcCOBOH MH(pOpMaLMK, pasmelueHHe B UHGOD-
MALMOHHO-TEICKOMMYHHKALMOHHBIX CETAX MM MpPeJOCTaBlEHHE NOCTYNa K MEPCOHAIbHBIM
JaHHBIM KaKHM-JIHOO HHBIM CrIocoBoM.

Pecypc undopmanuonnoii cHcTeMbl — UMEHOBaHHbIH 3/1eMEHT CHCTEMHOTr0, NMpHKIaj-
HOTO WJIH annapaTHoro obecneyeHus GpyHKUHOHHPOBaHHS MH(OPMALIHOHHON CHCTEMBI.

Cpencrsa BbLIMHCIHTENLHON TEXHHKH — COBOKYIHOCTb NpOrpaMMHBIX M TEXHHYECKHMX
MEMEHTOB CHCTEM 00pabOTKH NaHHBIX, CIOCOGHBIX ()yHKIIMOHHPOBATH CAMOCTOSITE/IBHO MM B COCTA-
BE JIPYTHX CHCTEM.

Cy6nekT nocryna (cy6beKT) — MLO WM NPOLECE, ASHCTBHS KOTOPOIO peraMeHTHPYIOTCS
NpaBHJIaMH pa3rpaHHYEHUs JOCTYIIA.

Texnuueckne cpeacTBa HHPOPMANHOHHOI CHCTEMBI NepCOHAIbHBLIX JAHHbIX — Cpejl-
CTBA BBIMHC/IMTE/ILHON TEXHHKH, HH(OPMALIMOHHO-BBIMUCITENbHBIE KOMILIEKCHI H CETH, CpeZCTBA U CH-
CTeMBI Nepe/iaM, nprema u 00padoTku 1711 (cpencTsa U CHCTEMBI 3BYKO3aMHCH, 3BYKOYCHJICHH, 3BYKO-
BOCIPOM3BE/ICHHS, MEPErOBOPHBLIEC H TE/ICBM3MOHHBIE YCTPOFCTBA, CPEACTBA M3rOTOR/CHHS, THPOKHPO-
BaHK: IOKyMCHTOB W JIpyrue TEXHH4ECKHe CpecTBa 06paboTKH peyeBoii, rpaduueckoii, Buaeo- 1 Oyxk-
BEHHO-LIH(POBOH MHGOPMALIMH), IPOrPaMMHEIE CPeICTBa (OriepaLyOHHbIE CHCTEMBI, CHCTEMBI yIpaBJie-



HHA G6a3aMM JAHHBIX M T.I1.), CPE/ICTBA 3ALLUTHI HH(OPMALIMH, IPHMEHAEMBIE B MHPOPMALIHOHHBIX CHCTE-
Max.

Texuuueckuii kanan yreukn MH(OPMAIHH — COBOKYNHOCTb HOCHTEs HH(pOpMaLIH
(cpencTea obpaboTku), (usmueckoii CPellbl pacTIpOCTPaHEHHs HHPOPMATHBHOIO CHIHANA H CPECTE,
KOTOPBIMH 00bIBAETCA 3alMIIAEMAas HH(OPMALIHS.

Tpaucrpannunas nepenaua nepcoHANLHBIX JAHHBIX — nepeiaya nepcoHaNbHBIX JaH-
HEIX orepaTtopoM yepe3 ['ocynapcTseHHyro rpanuuy Poccuiickoii @enepauyn opraHy BiacTH
HHOCTPAHHOTO rOCYAApCTBa, PU3HYECKOMY HIH IOPHAMYECKOMY JMLY MHOCTPaHHOTO rocypap-
CTBa.

¥Yrposbl 6e30nacHOCTH NMePCOHANBHBIX AAHHBIX — COBOKYIMHOCTb YC/IOBHI M (hakTopos,
CO3MALOLIHX OMACHOCTh HECAHKLIMOHHPOBAHHOTO, B TOM 4MC/IE CITy4aiHOro, JOCTyna K NepCOHAILHBIM
AAHHBIM, PE3YJILTATOM KOTOPOIO MOXET CTATh YHHUTOXEHHE, H3MEHEHHE, GIOKHPOBaHHe, KOMHPOBAHHeE,
PaclpOCTPaHEHHE NEePCOHANBHEIX JAHHBIX, & TAIOKE MHBIX HECAHKIIMOHHPOBAHHBIX ICHCTBHI MpH 1X 06-
paboTke B HHPOPMALOHHOH CHCTEME NEPCOHANBHBIX JAHHBIX.

YuuuTokenue nepcoHaJbHbIX TAHHBIX — JCHCTBHS, B Ppe3ynbTaTe KOTOPLIX HEBO3MOMKHO
BOCCTAHOBHTE COZIEPXKAHHE MEPCOHANBHBIX IAHHBIX B HH(OPMALIMOHHOM CHCTeMe NEPCOHANBHBIX JIAH-
HBIX I B E3YIILTATE KOTOPBIX YHHUTOXKAIOTCA MATEPHATbHEIE HOCUTE/H TIEPCOHANBHBIX JAHHBIX.

YTeuka (zammmaemoii) HHPOPMALMM 1O TeXHHYECKHM KaHaJIaM — HEeKOH-
TPOJIMpYeMO€ pacrpOCTpaHEeHHe MH(OPMALMM OT HOCHTENS 3ALMIIAEMOi vH(popmalyK yepes dusnue-
CKYIO Cpelly JI0 TEXHH'ECKOIO CPE/ICTBA, OCYLIECTBISIOMIETO EPeXBaT HHPOPMALIHH.

Ys3BUMOCTB — €1a0OCTb B CPE/ICTBAX 3ALLMTE, KOTOPYIO MOXHO HCIIOJIB30BATh Jyisi Hapyllie-
HUSL CHCTEMbI HIIH COZISPIKAILIEHCA B Hell HHOpMAaLIK.

IenocTHOCTE HHPOPMALIHH — CTIOCOGHOCTS CPEACTBA BBIYHCIMTENLHOM TEXHHKH WK aBTO-
MaTH3MPOBAHHOH CHCTEMbI 00ECTIEYHBATE HEH3MEHHOCTh HH(OPMALIMH B YCIOBHSIX CITy4aiiHOrO W/MM
MpeIHAMEPEHHOTO UCKAKEHHS (PaspyLLEH s ).



OBO3HAYEHHS A COKPAIIIEHUS

ABC - anTHBHpYCHBIE CpeicTBa

AC — aBTOMaTH3MpOBaHHAsA CHCTEMA

APM — aBTOMaTH3HpOBaHHOE paBoyee MecTo

BTCC — BcrioMoraTtenbHbie TEXHUYECKHE CPEIICTBA H CUCTEMEI
HCI111 - nHpopMalIOHHas CHCTEMa NEPCOHATBHEIX JAHHBIX
K3 — xoHTponupyemas 3oHa

JIBC — nokanbHasi BEIYMCIIMTENBHASA CETh

MD3 — mexcereBoii 3kpau

HC/I - HecankupoHHpoBaHHBIH 10cTyN

OC - onepaumonnas chcrema

OV — obpaszopatenbHoe yupexneHue.

I1JT1 — nepcoHanbHbIE JaHHBIE

IIMB - nporpaMMHO-MaTemMaTH4ecKoe BO3EHCTBHE

1O — nporpammHoe obecneyeHue

IISMHH — no6ouHbIe 31eKTPOMATHUTHBIE H3/TyYeHHS ¥ HABOJKH
CA3 — cucrema aHanu3a 3alIMILEHHOCTH

C3H - cpencraa 3amutsl HHGOpMAaLUH

C3I1/IH — cuctema (noacucTeMa) 3aLHThI MEPCOHANBHBIX JAHHBIX
COB - cucrema 0GHapy:KeHHs BTOPIKEHHUI

TKYH — Texnuyeckye KaHabl yTeuku HHGOpMALH

TC —Texnuueckue cpencrsa

YBIT[IH — yrpossl 6e30MacHOCTH NEPCOHANBHBIX JAHHBIX

AHB — anMuHKCTpaTOp HHGOPMALIMOHHO# Ge30MacHOCTH



BBEJEHHUE

Hactosmas  Konuenuus  undopmaumonsoii Ge3onacHocTH UCTITH, ucrnionssye-
Mas B

(HaumeHOBaHKe 06Pa30BATENLHOTO YUPEHKACHHUS)

(nanee - OY), apnsercss oQUUMATEHBIM JOKYMEHTOM, B KOTOPOM OINpeJie/ieHa CUCTEMA B3TAI0B
Ha obecneuenue uHpOpMaLMOHHOM GesonmacHocTu OY.

Hacrosimas Konuenuus onpenenser ocHoBHEIe Lenu U 3aaaun, a Takoke obuiyio crpare-
THEO MOCTPOCHHSA CHCTEMBI 3aLMTHI NepcoHanbHBIX AanHbIX (C3 I1IH) OY. Konuenmus onpene-
JIAET OCHOBHEIE TPeOOBaHHs U Ga30Bble MOAXOMBI K HX PEANH3ALMH IS JOCTHKEHHS Tpebyemo-
ro ypoBHs 6e3onacHocTH MH(pOPMaLHH.

Kouuenuus paspaGorana B COOTBETCTBUH ¢ CHCTEMHBIM NOAXOAOM K obecrneyeHuIo uH-
opmaumoHHoii GesonackocTH. CHeTeMHBIH MoAX0 NpeAnoaraeT npoBeAeHHE KOMIUIEKCA Me-
POTIPHATHH, BKITIOYAIOUIMX HCCIIELOBAHUE YTpo3 HHpopMauKoHHO# GesonacHocTH 1 paspaGor-
Ky cucTembl 3aluThl [1/TH, ¢ NO3MLMK KOMILIEKCHOTO MPHUMEHEHHS TEXHHYECKHX 1 OpraHu3aiu-
OHHBIX MEp M CPECTB 3alllUThI,

Ion uHpopmaumonkoii GesonacHocteio I1JIH NOHMMAETCS 3aLUIIEHHOCTS nepcoHaib-
HBIX IaHHBIX H oOpabatbiBaiouieii WX HHPACTPYKTYpBI OT MHOBBIX CIyYaiHBIX MM 3JI0HaMe-
PEHHBIX BO3JCHCTBHM, PE3yJbTATOM KOTOPHIX MOXET SBHTHCA HAHECEHHE yuiepba camoii MH-
opmauun, ee Bragensuam (cyobexram ITJ1H) win HHpacTpykType. 3anaun MHGOPMALMOHHO
0e30MacHOCTH CBOAATCA K MUHHMU3aLWMK yep6a OT BO3MOXKHOI peanu3aunH yrpo3 6esonacHo-
cr [1]11, a TaKoKke K IPOrHO3MPOBAHHIO M IPEJIOTBPALLEHHIO TAKHX BO3ACHCTBHI

Konuenuus cayxut ocHoBoit ans pa3pa6oTku kommiekca OpraHU3alMOHHbIX U TEXHHYE-
CKMX Mep 1o obecrieyenuto WHbOpMaLuoHHO#H GesonacHoctu OV, a Taioke HOPMAaTHBHBIX U Me-
TOAMHYECKHX JOKYMEHTOB, 00eCnevMBalolMX € peau3auuio, H He MPEeANonaraeT noaMeHsl
GyHkumii rocysapcTBeHHBIX opraHoB Bractu Poccuiickoii DenepauuH, oTBeHaKOWIKX 3a obecne-
YeHHe 6€30nacHOCTH HHYOPMALIMOHHEIX TEXHOJOTHH H 3aMTY HHOpMaLIKK.

KoHuenuus sBiseTcs METo1010rH4ecKoi OCHOBOM s:

- (POPMHpPOBaHMA U MPOBEACHUS €MHOM MOJIMTUKA B 06JaCTH 0Becneye s 6e3onacHo-
cru I1JTn 8 UCIT[TH OYV;

= NPHUHATHA YNpaB/ICHYECKUX PELICHHA M pa3paboTKy NMPaKTHYECKMX Mep MO BOMJIOLIe-
HHIO NOIMTHKHU GesonacHocT I1]1H ¥ BHIPaGOTKH KOMIIIEKCA COTIACOBAHHBIX Mep HOPMaTHBHO-
MpaBOBOTO, TEXHOJIOrHYECKOr0 U OPraHH3aLHOHHO-TEXHHYECKOTO XapaKTepa, HanpaBieHHBIX Ha
BbIAB/ICHUE, OTPDKCHHE M JIMKBHAALMIO MOCHCACTBMA PEANM3aLMH PA3IHYHBIX BHIOB Yrpo3
I s;

- KOOpAHHALHMH NIeATE/IBHOCTH CTPYKTYPHBIX moJpasaenenuii OY npu nposenenun pa-
60T Mo pa3sBUTHIO M IKCTIyaTALMH HUCIIT1 ¢ cobmonennem TpeGoBanuii obecneueHns Ges-
onacHoctu [1]TH;

- pa3paboTKH MPeANIOXKeHHit IO COBEPLIEHCTBOBAHUIO MPABOBOTO, HOPMaTHBHOTO, METO-
AHYECKOTO, TEXHHYECKOTO W OpraHM3aUHOHHOro obecneyeHus GeszonacHoctu ITJIH B HUCIIIx
ov.

Obnacte npumenenns Konuenuuu pacnpocTtpansercs Ha Bce CTPYKTYpHBIE NOJpasee-
HuA OV, aKCIyaTHpYIOIMEe TEXHHYECKHE M NPOTPaMMHbIE CPeICTBa HUCIT/IH, B KOTOPBIX OCY-
IUECTBIACTCA aBTOMATH3HpOBaHHaA obpaboTka I1/[H, a Taloke Ha NOApasNeNeH s, OCYLIECTBIA-
IOLLMe COMPOBOXKACHHE, 00CTy:KUBaHKHE H ObecneyeHre HOPMaIbHOTO ¢yukunonuporanus UC-
[TTH.

IlpaBosoii Gasoli ans paspaborku HacToswedi KoHuenuuu cayxat TpeboBaHus neii-
CTBYIOWMX B POCCHM 3aKOHOJATENBHEIX M HOPMATHBHBIX JOKYMEHTOB MO obecreyeHuto Ges-
OMacHOCTH NMepCoHaNbHBIX AaHHBIX (TT]IH).



1. OGmue nonoxkenus

Hacrosuas Konuenuus onpenenser ochosHsie LesH U 3a[a4M, a Takke obiyio cTpare-
THIO MOCTPOEHUSA CHCTEMBI 3AILMTHI NEPCOHANBHBIX JaHHbIX (C3I1dn) OY, B cOOTBETCTBHHU ¢
[Tepeunem UCTI/IH OY. Konuenuus OTpelieN€T OCHOBHbIE TpeboBaHus 1 Ga30BbIe MOAXOAL K
MX peanusaliy, 11 N0CTHKeHUs TpeGyeMoro ypoBHs 6e30MacHOCTH HHpOpMaLHH.

C3I111 npeactaeaser coGoii COBOKYMHOCTE OPraHH3aLHOHHBIX M TEXHHYECKMX Mepo-
npusTdi st sawutel [T oT HenpaBoMepHOro MM Clly4aHOTO JOCTyna K HHUM, YHHYTOMXe-
HHsl, H3MEHEHHS], 6lIOKHPOBaHHS, KONMPOBAHMUS, pacnpoctpanenus I1/TH, a Taioke uHbIX Henpa-
BOMEPHEIX JEHCTBHI C HUMH.

BesonacHocTh mepcoHanbHeIX naHHBIX JOCTHraeTcs NYTEM HCKIOYEHHUS HECAHKLMOHH-
POBAHHOTO, B TOM YHCIIE Clly4alHOro, J0CTYNA K [€PCOHANBHBIM JAHHBIM, Pe3yabTaTOM KOTOpO-
FO MOXET CTaTh yHHYTOXEHHE, H3MEHEHHE, GIOKHpOBaHME, KOMHMPOBaHHue, pacnpocTpaHeHue
MEPCOHANBHBIX IAHHBIX, & TAKKE HHBIX HECAHKLIHOHMPOBAHHBIX ACHCTBHIA.

Crpyktypa, coctae W ocHOBHBIE (yHKLUM C3I[101 onpenpensiorcs Mcxoas M3 Kiacca
HUCII/In. C3I1/IH BKIIOYaET OpraHU3aLMOHHEIE MEPEI H TeXHUYECKHE CPEACTBA 3aLHThl MH(OP-
MalHH (B TOM YHclle WwrppoBaIbHEIE (xpunTorpadmueckue) cpenctsa, cpeactea npeaoTBpaLie-
HHUA HECAHKLMOHMPOBAHHOrO NOCTYNA, yTeuKH MHPOPMALMH MO TeXHHYECKHM KaHajaam, npo-
FPaMMHO-TEXHHYECKHX BO3JEHCTBHI Ha TeXHHYecKue cpeacrsa o6paborku IT]IH), a Taioke Hc-
Nonb3yeMele B HHOPMALMOHHO# CHCTeMe HH(POPMALMOHHBIE TEXHOIOMHH.

OTH MepHI IPU3BaHBI 06ECTICYHTD:

- KOH(HAeHUHAAbHOCTE MHPOPMALIKMK (3aMTa OT HECAaHKUHOHMPOBAHHOTO 03HAKOM-
neHus);

- UeJIOCTHOCTh HH(pOpMaLHK (aKTyalbHOCTh HEMPOTHBOPEYHBOCTL MH(pOpPMALIHH, ee
SAUIHAIIEHHOCTD OT Pa3pyLICHHsA H HECAHKUMOHHPOBAHHOTO H3MEHEHHS);

= AOCTYMHOCTE MH(POPMaukK (BO3MOXKHOCTE 33 MpHEMIIEMOe BpeMsi MOJy4uTh Tpebye-
MYyI0 HHOpMaLHOHHYIO yeayry).

Cranuu coznanus C3I1/JH BKIOYAIOT:

- MPCANPOEKTHAA CTaus, BKIIOYAIOWIas NpeanpoexTHoe obenenosanue UCI Ty, paspa-
GOTKY TeXHHYECKOro (YacTHOrO TEXHHYECKOI0) 3a/laHHs Ha €€ CO3/IaHHE;

- CTajus NpOeKTHPOBaHHs (paspaGoTku npoexToB) U peanusauun UCIIIH, BKmOYato-
was paspabotky C3I1/T1 B cocraBe UCTI/1;

- cTagua BBoja B Aeiicteue C3I1/IH, Bkmoyaromas OMBITHYIO KCIUIYaTaLMiO M MPHEMO-
CNAaTOYHBIC UCMBITAHKSA CPEACTB 3alIMTE HHPOPMALIMH, a TAKKe oueHKy coorsercTus UCIIIn
Tpe6oBaHUAM Ge30nacHOCTH MHDOPMALIHK.

OpraHu3auMOHHEIE MEpBI NPeIYCMATPHBAIOT CO3AHHE U noJaepKaH1e NpaBoBoii 6a3ml
GesonacHoctu I1]IH u paspa6oTky (BBeaeHue B AeficTBue) npeaycMOTpeHHbIX [TonuTHKO#H HH-
opmawmonHoii 6esonackoctn UCI/IH CIEAYIOUIHX OpraHH3alHOHHO-PACTIOPAAMTENBHBIX [0~
KyMEHTOB:

- [lnan meponpusTHii o obecrneyeHuIo 3aIUThl [1/T1 npu ux o6paborke B UCIT/In;

- lopsinok pesepsupoBanms u BoccTaHoBneHHs paGoTocnocoGHocTu TC u I10, 6a3 nau-
HEIX U C3U;

= JIOMXHOCTHAs MHCTPYKLHA anmunuctparopa UCIT/IH B yactu obGecneyenus Gezomac-
HoctH [1/I1 npu ux o6pabotke B UCIT]T;

- JIO/BKHOCTHAs HHCTPYKLIHA aaMuHHCTparopa 6esonacHoctu UCITIu;

- JIo/mKHOCTHAs MHCTPYKLIMS MOJb30BaTeNs HUCIII1 B uactu obecneueHns GeszonacHo-
crd [111 npu ux o6paGorke B UCIT/x;

- MHcTpykums none3osatens Ha ciiydaii BOSHHKHOBEHHS BHELUTATHOM CHTYyallHHu;

TexHuyeckne mMepsl 3aLUTHI peanu3yloTes TIpH NMOMOIM COOTBETCTBYIOIUMX MPOrpaMM-
HO-TEXHHUYECKHX CPECTB H METOI0B 3aLLHTHI.
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Ilepeuens HeoGXoAMMBIX Mep 3awuThi MH(OpMaLMKM onpesenseTcs Mo pesyasTatam
BHYTpEHHEH npoBepku 6e3onacHoctu UCII(u OY.
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2. 3a7auM CHCTeMBI 3ALIHTHI NEPCOHAIBHBIX JAHHBIX (C311In)

OcHoBHoii uensto C3I1/[H ABNSETCH MUHMMH3ALKS yiepba OT BO3MOXHO#H peanusauuu
yrpo3 6ezonacuoctu [1/]H.

JIns nocTrxkeHus OCHOBHO# LM cHcTeMa 6e30MacHOCTH ITx UCTITn nonxua obecre-
4MBaTh 3PPEKTHBHOE peLICHHE CleqYIOMIMX 3aay:

- 3alllUTy OT BMELIATENBCTBA B npouece GpynkunoHuposanus UCIIIH MOCTOPOHHHX JIHLI
(Bo3moxkHOCTB Mcnonb3oBaHua AC u AOCTYN K €€ pecypcaM JOJOKHBI HMEThb TONIBKO 3apert-
CTPHPOBAHHBIE YCTAHOBJICHHBIM MOPALKOM I10JIb30BaTENH);

- Pa3rPaH{MEHHE N0CTyNa 3aperuCTPUPOBAHHBIX MOJB30BATENEH K aNmapaTHbIM, npo-
rPaMMHBIM ¥ HH(OPMauMOHHEIM pecypcam MCITIH (BO3MOXHOCTE AOCTyNa TOJILKO K TeM pe-
CypcaM M BBINOJIHEHMS TOJILKO TeX OMNepauMii ¢ HMUMH, KOTOpEIE HEoGXOAUMBI KOHKPETHBIM
noss3oBatenamM MUCIIJ{H ans BEINONHEHHS CBOMX cnyxebHBIX 06s3aHHOCTEN), TO ecTh 3aLUTY
OT HECAHKLIMOHMPOBAHHOIO JOCTYIA:

a) k uupopmauuu, wapkynupyromeii 8 UCIT/Iu;

0) K cpeacTBaM BBIYHCIHTENLHOM TEXHHUKH HCI1]Tn;

B) K anmapaTHbIM, NpOrpaMMHBEIM H KPUNTOrpaQHYECKHM CpPeACTBaM 3alUMTEL,
ucnone3yeMsiM B UCT1[Tx;

= PEeruCTpaluio NeACTBHH NoNb30BaTelNell NPH MCTIONB30BAHHH 3alMIIACMBIX pecypcos
HUCII1/T B cHCTEMHBIX )KypHanax u NEPUOANYECKHH KOHTPOIb KOPPEKTHOCTH AEHCTBHI M0b30-
BaTeNIel CHCTEMEI ITyTEM aHaJIu3a COAEPKMMOTO ITHX JKYPHANIOB;

= KOHTPOJIb LIENOCTHOCTH (06ecneyeHne HeU3MEHHOCTH) CPE/bl MCTIONHEHMS NnporpamMmm H
€€ BOCCTAHOBJIEHHE B CIIy4ae HapyIIEHHS;

- 3allUTYy OT HECAHKUHOHHPOBAHHOM MOAMMHKALMM U KOHTPOJb LENOCTHOCTH MCIMOJb-
3yembIx B MCI1JIH nporpaMMHBIX CpPeACTB, a TakiKe 3alLUTY CHCTEMBI OT BHEJIPEHHS HECAHKLIU-
OHMPOBAHHEIX TMPOrpaMMm;

- 3amuTy IT/TH OT yTeuku no TeXHHYECKMM KaHanam MpH ee obpaboTke, XpaHeHHH U me-
pelaye 1o KaHalaM CBA3M;

- 3amury I1/TH, xpaHuMoii, 06pabaTeiBaeMOii 1 nepeiaBaeMoM Mo KaHanaM CBA3H, OT He-
CaHKLIHOHUPOBAHHOTO Pa3riallieHUst HIH HCKAKEHHS,;

- obecneueHne KMBYYECTH KPHNTOrpaQMUECKMX CPEACTB 3aLMTHI uH(opmauuu npu
KOMIIPOMETALMH YaCTH KIOYEBOH CUCTEMBI;

- CBOEBPEMCHHOE BBISBJICHHE HCTOYHMKOB yrpo3 GesonacHoct I1/IH, npuuun u ycno-
BUii, cnocobeTBylolMX HaHeceHHIO ymep6a cyobekram [1]IH, co3naHHe MexaHU3Ma oneparms-
HOTO pearupoBaHus Ha yrpo3el 6esonachocty [TJIH 1 HeraTMBHBIE TEHACHLMM;

- CO3/laHHe yCOBUH JUIA MHHHMH3ALMH M IOKANH3aLMH HAHOCUMOTO yinepba Hemnpaeo-
MEPHBIMH JEHCTBHAMH PU3HMYECKHX W IOPHAMYECKUX JIHL, OcableHHe HEraTHBHOIO BIMSHUS
TMKBUJIALMA NOCIEACTBUIA HapymieHHs Ge3onacHocTy [1]TH.
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3. O6BeKThI 32U THI

3.1. IlepevyeHb HHPOPMALIHOHHBIX CHCTEM

B OY npoussoautcs 06paGoTka nepcoHabHbIX AaHHBIX ¢ TOMOLIbIO uenonb3yemelx B OY UC-

ITH.
Ilepeuens MCI1JIH onpenensercs Ha ocHoBanuu OTueta no pe3ynbTaTaM BHYTpPeHHeEH
npoBepku (paspabaTeiBaeTcs HHAMBUAYaNbHO 1 OY).

3.2. IlepeueHb 06BLEKTOB 3aIHTHI

O6nexramu 3awuThl sBiseTcs uHpopMmauus, obpabatsiBaemas B UCIIH, u Texuuue-
CKue cpeAcTBa ee 00paGoTKM M 3amThl. [lepcoHabHbIE NaHHBIE, MOMTEKALLME 3ALIUTE, onpe-
aeneHsl B Ilepeune nepconanbHbix JaHHbIX, noanexaiux 3aumure 8 UCIT/IH.

OGBeKThI 3aUIMTHl BJIIOYAIOT ClIEAYFOUIHE KOMIOHEHTI:

1) O6pabarsiBaemas unOpMAaLHs.

2) TexHonoruyeckas HHPOPMaLHs.

3) IporpaMMHO-TEXHHYECKHE CPEACTBA 00paboTku.

4) Cpencrea 3amurs! [T]TH.

5) Kanansl undpopmausoHHOro o6MeHa U TEJIEKOMMYHHKALIHH.

6) OGBEKTH 1 MOMELLEHHH, B KOTOpEIX pasMmelieHsl KoMnoHeHTsl UCTT/TH.

13



4. Kaaccupuxanus noan3oBarelieii HUCIIIn

[ons3zosarenem UCIIOH asnseTcs nuuo, y4acteyrouiee B GpyHKUHOHUPOBAHHH MHDOD-
MaUHOHHOH CHCTEMBI NEPCOHANILHBIX JAHHBIX HIIH HCHOJB3YIOLLIEe pe3yJbTaThl ee PyHKUHOHH-
posanus. B OV nons3osarenem UCTI[{n siBnsercs mo6oii cotpyanuk OV, uMmerowuii moctyn k
HCII]l1 n ee pecypcam B COOTBETCTBHMH C YCTAHOBIECHHBIM NOpPSAAKOM, B COOTBETCTBHH C €ro
byHKUHOHANBHBIMM 06A3aHHOCTAMM.

IMone3osarenu UCTI/{1 B OV genarca Ha TPH OCHOBHBIE KaTErOPHH:

1) Aamunucrpatop UCIIH. Cotpynuukn OV, koTopsle 3aHMMaKOTCH HaCTpOHKOH,
BHEPEHHEM W COMPOBOXNECHHEM cucTeMbl. AamuHucTpatop UCITIIH o6nanaer CIEAYIOLIHM
YPOBHEM JIOCTYMa:

- obnajaer nonHON MHpOpMAaLMEll O CHCTEMHOM M NpUKIaAHOM MporpaMMHoM obec-
neyenuu UCTIIx;

- obnanaer nosnHoM HHpOpMaLHell 0 TEXHHYECKHX cpeactsax W koHdurypauun UC-

H;

= MMEET JIOCTYN KO BCEM TEXHMYECKHM CpPEACTBaM 00paGoTKM MH(POpMALMK H HaH-
HeiM UCTT I

- 0bnajaeT npaBaMu KOHUIYPHPOBAHUS U aIMHHHCTPATHBHOH HaCTPOHKH TeXHHYe-
ckux cpeacte UCTIIH.

2) Mporpammuct-paspabotunk UCTI/Ix. Cotpyanuxu OV WM CTOPOHHMX OpraHm3a-
UM, KOTOpble 3aHHMAIOTCS pa3paboTKOH MporpaMMHOTO obecreyeHHs. Paspaborunk UCIIIu
06n1a1aeT ceyIOWHUM YPOBHEM OCTYTA:

- obnajaer undopmanmeii 06 anroputMax M nporpamMmax 06paboTku uHpOpMaLuK Ha

HUCTIn;

- obnajaeT BO3MOXKHOCTSMH BHECEHHA OLIHGOK, HEZEKNIapMPOBAHHBIX BO3MOXHOCTEIH,

NpOrpaMMHBIX 3aKJaJ0K, BPEJOHOCHBIX MporpamMMm B mporpaMmHoe obecnieuenue MC-

111 Ha cTanuu ee pa3paGoTKH, BHEAPEHHUS M CONPOBOKACHHS,

= MOXET pacrnoJjiaraTh JiloOsMU (parmenTamu uHpopmauuu o Tonosnoruu UCTIIH u

TEXHHYECKHX CcpeAcTBax oOpaboTku  3awmursl [1]14, o6pabaThiBaeMbIX B HUCI1OH.

3) Onepatop UCIJIn. CotpynHuku nojpasaenenuii OY, yyacTByIOWMX B npolecce
axcrnnyatauuu UCI1/IH. Oneparop UCIT/IH o6nanaet cnemyromum yposHeM JOCTYyna:

- obnanaer Bcemu HeobxonuMeIMM aTpuGyramu (HanpuMep, maposiem), obecneunpa-

IOLIMMH JOCTYN K HEKOTOpOMY moaMHoxecTBy I1/1H;

- pacronaraeT KOHQHUACHUMANLHBEIMY JAHHBIMH, K KOTOPBIM MMEET JOCTYIL.

Kareropuu monb3oareneii JO/DKHBI GBITh ONpeaeneHsl LIS Kaxok HUCIIIn. MomxkHo
OBITh YTOYHEHO pasjie/ieHHe COTPYAHHKOB BHYTPH KATETOpHi, B COOTBETCTBHM ¢ THNAMH T10JIb-
30BaTenei, onpejeneHHbMH B [TonuTike nHopMauHoHHO# Ge30nacHOCTH.

Bce BbisiBIeHHBIE TpYNNEBI NOJB30BaTeNeH OTpaxatoTes B OTyeTe no pe3y/bTaTam BHYT-
penHeii npoBepku. Ha ocHoBanuu OTuyera onpezensiorcs npasa Aoctyna K anementam UCIIu
Anis BCEX rpyNN Monb30BaTeNeH U oTpaxkatorcs B Matpuue noctyna nonbsosateneii k [1IH.
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5. OcCHOBHbIE NIPHHUHNbI NOCTPOCHHS CHCTEMbI KOMILIEKCHOIH 3aHThI HHpOpMALMH

I[loctpoenue cucremsl obecneyenns GesonacHocT [l 8 UCIITH OY u ee dynkumo-
HHPOBAHHE NOJDKHEI OCYLUECTBIATECS B COOTBETCTBHH CO CEAYIOLIMMH OCHOBHBIMH NpHHLKMMNA-
MH:

3aKOHHOCTB;

- CHCTEMHOCTBD;

- KOMILUIEKCHOCTB;

- HEMPEPBIBHOCTS;

- CBOEBPEMEHHOCTE;

= MPEEMCTBEHHOCTD H HEMPEPBIBHOCTH COBEPILIEHCTBOBAHMS;
- NMEPCOHAJIbHAsA OTBETCTBEHHOCTH;

= MHUHUMH3aLHA [IOJTHOMOYHIT;

- B3aUMOJEHCTBHE U COTPYAHHYECTBO;

- TMOKOCTb CHCTEMBI 3aILHUTHI;

- OTKPLITOCTb AJIFOPUTMOB H MEXaHH3MOB 3aLIHTHI,

= MPOCTOTa NPUMEHEHHUS CPEACTB 3ALUMTHL;

- Hay4yHasd 000CHOBaHHOCTb M TEXHHYECKAS PEATH3YEMOCTS;
- CICLHANIH3aLHs U NPOPEeCCHOHATH3M;

00513aTeILHOCTD KOHTPOJISL.

5.1. 3axonHocTB

[Ipeanonaraer ocyuiecTBieHHE 3aLUTHBIX MeponpuaTHid W paspabotky C3I1Iu OV B
COOTBETCTBMM C NEHCTBYIOIIMM 3aKOHOJATENBCTBOM B 06nacTy 3awutsl ]I 1 JpYrux Hopma-
THBHBIX 2KTOB MO 0e30nacHOCTH HH(POpPMaUMH, YTBEPKICHHBIX OpraHamMH rocyaapcTBEHHOI
BJIACTH M YTIPABJIEHHA B Mpe/esiaX X KOMMIETeHIUH.

IMons3oBarenu u o6GcayxuBaromuii nepconain I1Jlu 8 UCIT[Ta OV nomkHe! 6eITh OCBe-
AOMJIEHEI O MOps/ike paboTel ¢ 3auHILaeMoil HHpOpMaLKeli H 06 OTBETCTBEHHOCTH 3a Hapyle-
HUe 3ammThl [1/TH.

5.2. CHeremHoCTh

Cucremusiii noaxon k nocrpoenuio C3[1Ix OY NpeAnonaraeT y4eT BCEX B3aUMOCBS-
3aHHBIX, B3aMMO/IEHCTBYIOLIMX H H3MEHSIOUIMXCA BO BDEMEHH 3JIEMEHTOB, YC/IOBHI U takropos,
CYWIECTBEHHO 3HAYWUMBIX Ui MOHUMAHMA W pelleHHs npobreMbl obecrieyeHus 6e30NacHOCTH
IT11 8 UCI1u OY.

IIpy co3nanum cuCTEMBI 3aLUMTHI JOJBKHEI YYHTHIBATECS BCE cliabbie M Haubonee yA3BH-
MbI€ MecTa cucTeMbl 0Opabotku IT]TH, a Taoke XapakTep, BO3MOKHbIE 0GBEKTHI U HarnpaBlieHUs!
araKk Ha CHCTEMy CO CTOPOHBI HapymuTened (0COGEHHO BHICOKOKBANMU(UUMPOBAHHBIX 3710-
YMBILLICHHUKOB), TYTH NPOHUKHOBEHHUS B PACTpe/ie/IEHHBIE CHCTEMBI M HCJl x unpopmauum.
CHcrema 3aMTBI JOJDKHA CTPOHTBCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KAHAJIOB MPOHHKHO-
BeHust H HCJI k undopmaliiu, HO M ¢ y4eToM BO3MOXKHOCTH MOSBICHHMS NPHHLUITHANBHO HOBBIX
nyTei peanu3aluu yrpo3 6e30nacHoCTH.

5.3. KomniaekcHocTh

KommnekcHoe nenonb3oanue MeTO0B U CPeCTB 3aLUMTHI MPEANONAracT COrNacOBaH-
HOE NPUMEHEHHE PASHOPOHBIX CPEACTB MPH MOCTPOCHHH LIENOCTHON CHCTEMBI 3aLMTHI, Mepe-
KpBIBAIOLIEH BCE CYILIECTBEHHbIE (3HAYMMBIE) KAHAIBI PEaNU3aLHH YIPO3 H He coaepkatueii cia-
ObiX MECT Ha CTHIKAX OTAE/BHBIX €€ KOMIIOHEHTOB.

3ammTa 1OMKHA CTPOMTECS SLIENOHHPOBaHO. JIis KaXIOro KaHaia yTeukH uHdopma-
UHH U J1S K&X0H Yrpo3bl 6€30MacHOCTH A0KHO CYLIECTBOBATE HECKOIBKO 3alMTHBIX pyGe-
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xei. Co3nanue 3alMTHEIX pyGeskeii ocywecTaseTcs ¢ YYETOM TOrO0, 4TOOBI I/ HX Tpeooe-
HH3 TIOTCHUHAILHOMY 3/I0YMBILLIEHHHKY TPeGOBANHCE NPOGECCHOHANBHBIE HABBIKY B HECKOTh-
KHX HEB3aMMOCBS3aHHBIX 00/1acTAX.

Brewnss 3amura n0mkHa oGecrnieunBarses ¢usnyeckuMu cpencreamu, OpraHM3aLMOH-
HBIMH M NpaBoBEIMM MepamMu. OaHMM M3 Haubolee yKperieHHBIX pybexeii npusBaHsl GbiTh
CPEACTBA KPUNTOrpadUYECKOi 3aIUMThI, pealn30BaHHbIE C HCIONMB30BAHHEM TexHoJioruu VPN,
[puknapnoit ypoBeHb 3aluThl, yunTEIBaIOWMIT 0COBEHHOCTH NpeAMETHOI obnacTu, npeacras-
JIeT BHYTPEHHHIH py0ex 3aluThl.

5.4. HenpepniBHocts 3amuTsi I

3awwta [1/IH — He pa3oBoe MeponpHsTHE U He NpoCTas COBOKYMHOCTb NPOBEAEHHBIX Me-
PONPHATHIA W YCTAHOBNEHHBIX CPEJCTB 3aLKMTEI, a HETIPEPhLIBHBIH Lie/IeHaNpaBeHHbIH npoLecc,
NipeAnonaraiouwuii NpUHATHE COOTBETCTBYIOWMX MEP Ha BCEX 3Tanax KH3HEHHOIo wkna UC-
[Tx.

HUCIIIH nomKkHBI HAXOAMTBCA B 3AIMILIEHHOM COCTOSIHHH Ha NPOTAKEHHH BCEro Bpeme-
HU UX QYHKUMOHUPOBaHHS. B COOTBETCTBHHM C 3THM TIPUHLMTIOM JIOJDKHBI NPUHHMATBCA MEphI
no HeponymeHuro nepexona MCIIJIH B He3awuieHHOe COCTOSHHUE.

BoNBIIHHCTBY QU3HYECKHMX U TEXHHYECKHUX CPEACTB 3alUMTEI 15 3P PEeKTHBHOrO BHINOJI-
HEHHS CBOMX (QyHKUMH Heo0X0AMMa NOCTOSHHAS TexHWYecKas M OpraHW3alHOHHas (aAMHHH-
CTpaTHBHasA) MOMEPXKKA (CBOEBPEMEHHAs CMeHa M ObecneyeHHe NPaBHIBHOIO XpaHEHHS W
NPHUMCHEHUA WMEH, NapoJieH, Ko4yeid wuppoBaHus, nepeonpenencHre MOJTHOMOYMH T.IL).
[lepepeiBel B paboTe cpencTB 3aiyuThI MOTYT OBITb MCMOJIB30BaHBI 3JI0YMBIIICHHHKAMH IS
aHajli3a NPUMEHACMBIX METOIOB U CPEJICTB 3aLUMTHI, JIA BHEAPECHHS CIIELMANbHBIX MPOrpaMM-
HBIX W aNNapaTHbIX "3aKNajoK" U APYrHX CPEACTB MPEOAOJIEHHS CHCTEMBI 3AUThI 0CIE BOC-
CTaHOBJIEHHSA €€ PYHKLIMOHUPOBAHHUS.

5.5. CpoeBpemennoctn

Ipeanonaraer ynpexnatomuii xapaktep Mep obecrieyenns 6e30nacHOCTH ITTH, TO ecTs
NOCTaHOBKY 3a1a4 1o kommiekcHo# 3amure UCI1u u peanusaumio mep obecneuenus Gezonac-
HocTH [1/1H Ha paHHuX cTaausax paspa6otku UCTI/IH B LEIOM U ee CHCTEMBI 3alIMTEl HH(pOpMa-
LIMH B YACTHOCTH.

PaspaGoTka cucTeMbl 3alMTHI 1OKHA BECTHCH MapaieNbHO ¢ pa3paboTkoii U pa3BHTH-
€M Camo#i 3alMILAeMOH CHCTEMBI. DTO M03BOJIMT YYECTh TPeGOBaHUS 6€30MaCHOCTH NPH Npoek-
THPOBAHHH apXHTEKTYPEI H, B KOHEYHOM cyeTe, co3zath Gonee spdexTHBHBIE (Kak no 3aTpaTam
PECYPCOB, TaK H 0 CTOHKOCTH) 3alHIIEHHBIE CHCTEMBI.

5.6. IlpeeMCTBEHHOCTH H COBEPUICHCTBOBAHHE

IpeanonaraioT NOCTOAHHOE COBEPIICHCTBOBAHHE MEP M CPEACTB 3ALLMTHI HHpOpMaLMH
Ha OCHOBE NpPECMCTBEHHOCTH OPraHH3aLMOHHBIX U TEXHHYECKHX PELIEHHH, KaJpoBOro COCTaBa,
aHanu3a QynkuuoHuposanus UCTI/IH v ee CHCTEMBI 3aLUTHI C YYETOM M3MEHEHHIH B METOaX U
CPeACTBaX nepexsata MH(pOPMALIMH, HOPMATHBHLIX TPeGOBaHHI N0 3aLMTE, JOCTHIHYTOrO OTe-
YECTBEHHOIO H 3apy0eXKHOT0 OMbITa B 3TO# 06nacTH.

5.7. IlepcoHaibHasi OTBETCTBEHHOCTL

Ilpeanonaraer Bo3NoXeHHe OTBETCTBEHHOCTH 33 06ecneyYeHHe Ge30MacHOCTH I1H u cu-
CTeMbl UX 00pabOTKH Ha KaXI0ro COTpyAHHKA B npeaenax ero nojHoMouuii. B coorBeTcTBHH
STMM MPHHLHNOM pacrpeAeNieHHE Npae U 00S3aHHOCTEH COTPYAHMKOB CTPOMTCS TaKuUM o06pa-
30M, 4TOOBI B Cily4ae Mo6Oro HapyLeHHs Kpyr BHHOBHUKOB GBI YeTKO M3BECTEH MM CBEJIEH K
MHHHUMYMY.
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5.8. IIpHHUMI MMHHMH3AaLHH NOJHOMOYMIi

OsHauaeT npenocTaBieHHe NONB30BATENSAM MHHHMAIBHBIX npaB JOCTyna B COOTBET-
CTBMM C NIPOM3BOACTBEHHOH HEOGXOAMMOCTBIO, HA OCHOBE MPHHLIMIMA BCE, YTO He paspelueHo,
3aMpeLieHoy.

Hoctyn x [JIH nOmKEH NpeOCTABAATECS TONBKO B TOM cnyyae M oObeme, eciu 3TO
HEOOXOMMO COTPYIHHKY JJIsl BBINONHEHMS €0 A0KHOCTHBIX OGS3aHHOCTEI.

5.9.  BzaumopeiicTBHe H COTpyAHHYECTBO

Ilpeanonaraer cosnauue 6naronpusTHol aTMOc(epbl B KOJUIEKTHBAX MOApPA3/eeHHUi,
obecnieynBaromMX yHKUHOHMPOBaHKE HUCI[In OY, nns cHUKEHUS BEPOATHOCTH BO3HHKHOBE-
HHsl HEraTHBHBIX NEHCTBHH CBA3AHHEBIX C YENOBEYECKHUM ¢akTopom.

B Takoii 06cTaHOBKE COTPYAHHKHM AOMKHBEI OCO3HAHHO CoOMI0AATE YCTaHOBJIEHHEIE Mpa-
BHJIA H OKa3bIBATh CONCHCTBHE B NIEATENBHOCTH NOAPA3AeNCHHIH 3aLIUThI HHpopMaLmH.

5.10. Tu6xoctsb cucTembl 3ammTh I1IH

IlpuHsTEIE MEPBI M YCTAHOBNEHHEIE CPENCTBA 3ALIMTEL, OCOGEHHO B HayallbHbli nepuos
HX SKCIUTyaTaluuH, MOTyT obecneduBaTh KaK Ype3MepHbI, TaK M HeI0CTATOYHbI YPOBEHbB 3a-
wuTel. Jlns oGecrieyeHns BO3MOXKHOCTH BapbHPOBAHKS YPOBHEM 3aLUMILIEHHOCTH, CPEACTBA 3a-
LHTBI IOJDKHEI 00/1a11aTh ONpeAEeHHOMH rMOKOCTBIO. OCOBEHHO BOKHBIM 3TO CBONHCTEO ABNAET-
C4 B TEX Clly4asX, KOr/a yCTaHOBKY CPE/CTB 3allMThl HEOGXOAMMO OCYLIECTBIATH Ha paboraio-
LLyIO CHCTEMY, HE Hapyluas MpolLecca ee HOPMaTbHOTO YHKUHOHHPOBAHMS.

5.11. OTKpPLITOCTE AIrOPHTMOB H MEXaHH3MOB 3ALIHTHI

CyTp npuHuMna OTKpEITOCTH aNrOPMTMOB H MEXaHM3MOB 3alMTEI COCTOMT B TOM, YTO
3allMTa HEe JOJDKHA 00ecrneYyruBaThes TONBKO 33 CYeT CEKPETHOCTH CTPYKTYPHOH OpraHM3aLuu u
aJIrOPUTMOB (PYHKLIMOHUPOBAHHS €€ TIOACHCTEM. 3HaHUE aJICOPUTMOB paGoThl CHCTEMBI 3aLIHThI
HE JI0JDKHO JaBaTh BO3MOXKHOCTH €€ NpeoJoieHus (aaske aBropam). OHako, 3T0 He O3Hauyaer,
YTO HH(OPMALIHA O KOHKPETHOH CHCTEME 3aLMTHI JODKHA GBITS obLienocTynHa.

5.12. IIpocToTa npHMeHeHHS CPEICTB 3aUWHThI

Mexanusmbl 32U TB JOMKHBI GbIT HHTYHTHBHO NOHATHBI H MPOCTHI B HCTIOJNB30BaHHH.
TlpumeHeHn e CPeACTB 3AIMTEI HE JOKHO GBITH CBA3AHO CO 3HAHHEM CIIELMAbHEIX S3BIKOB WK
C BBIMOJIHEHHEM NEHCTBHH, TpeOyIOWMX 3HAYMTENBHBIX HOMOJHHTEIbHBIX TPYAO3aTpaT npu
0BBI4HOM paboTe 3aperHCTPHPOBAHHBIX YCTAHOBICHHBIM MOPAAKOM MoJIL30BaTeNeH, a TAKXKE He
AOJDKHO TpeOGOBATH OT MOJB30BATENS BBINONHEHHS PYTHHHBIX MAJIOTIOHATHBIX eMy onepaumii
(BBOZ HECKOILKMX MApOJIel ¥ UMEH M T.11.).

JlomKHa AOCTUraThCA aBTOMATH3ALMs MaKCHMAIILHOTO YMcNa JeHCTBHI Mob30BaTeneii

u agMuHucTpatopoB UCIT]H.

5.13. Hayunasi 060CHOBAHHOCTb H TeXHHYECKas peajiH3yeMocTh

HH(popMalHOHHBIE TEXHONOTHH, TEXHHYECKHE H MPOrPAMMHbIE CpeACTBa, CPeacTBa M
MEpbI 3alMTEl HHQOPMALMK AODKHEI GHITh Peann3oBaHBl HA COBPEMEHHOM YPOBHE pa3BHUTHS
HayKd W TEXHHKH, HAy4YHO OOOCHOBAHBI C TOYKH 3PEHMS JOCTHXKEHHS 3aJaHHOTO ypoBHs Ge3-
ONacHOCTH MHPOPMALMK U JIO/KHEI COOTBETCTBOBATh YCTAHOB/EHHBIM HOpMaM H TpeGoBaHHAM
no 6ezonacHoctu IT/IH.

C3I1/11 nomkHa GbITH OPHEHTHPOBAHA HA PELLEHMS, BOIMOKHbIE PHCKH JJISl KOTOPBIX H
MEpbI NPOTHBOJAEHCTBHA 3TUM PHUCKAM TPOLWIM BCECTOPOHHIO TEOPETHYECKYIO M TpaKTHYe-

CKYIO MPOBEPKY.
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3.14. Cpeunannzanusi 4 npogeccHoHAIHNIM

Ipeanonaraer npusneyerue K paspaGoTke CPEACTB M PEANH3ALMH MEP 3ALLMTEI HHpop-
MaluK CTIeLHaTU3HPOBAHHBIX OpraHU3aliuii, HanboNee MOArOTOBNEHHBIX K KOHKPETHOMY BHAY
AeATENBHOCTH 110 o6ecneueHuio 6esonacHocty INJIH, HMEIOLIMX OMBIT NpaKTHYeCKOi paboTel u
rOCyNapCTBEHHYIO JIULCH3MIO Ha MPaBO OKa3aHWs yciyr B 3ToH obnactu. Peanusauus agMuuu-
CTPaTHBHBIX MEp M SKCIUTyaTallusl CPEACTB 3aLUMTHI JOJDKHA OCYLIECTBIIATECA NPOdecCHOHATBHO
NOArOTOBIEHHBEIMH crieuanucramu OV,

5.15. O6s3aTeqbLHOCTH KOHTPO/IS

Ipennonaraer 06s3aTeNbHOCTE U CBOEBPEMEHHOCTD BEISBJIEHHMS M MPECEUEHHS MOMBITOK
HapylICHHUs yCTaHOBJEHHBIX Npasun obecnieuenns GesonacHoctu I1[IH Ha ocHoBe HMcronb3ye-
MBIX CHCTEM M CPEICTB 3alMThl HHPOPMALMM MPH COBEPLICHCTBOBAHHH KPHTEPHEB M METONOB
OLIEHKH 3 (pEKTUBHOCTH 3THX CHCTEM M CPEJICTB.

Koutpons 3a nestrensHOCTBIO M0GOr0 Mo/b30BaTess, KAKIOTO CPEACTBA 3aLUMTEI H B OT-
HOLIEHHMH J1I000ro 0GBEKTa 3aLMTHI IO/DKEH OCYLUECTBAATHCS HA OCHOBE TPHMEHEHHs cpeacTs
ONEpaTHBHOTO KOHTPOJII W PETMCTPALHH M JOJDKEH OXBaThIBAaTh KAK HECAHKUMOHMPOBAHHbIE,
TaK M CAaHKLIHOHMPOBaHHBIE NEHCTBHS MOJB30BaTENEH.

18



6. Mepsl, MeToaBI H cpecTBa obecneyeHus TPedyemMoro ypoBHsl 3alHIIEHHOCTH

Obecneuenne TpeGyeMOro ypoBHs 3allMIIEHHOCTH JAOJDKHO NOCTHUraThCs ¢ HCMONb30Ba-
HHEM MEp, METOI0B U CPeCTB OesonacHocTH. Bee Mepsl oBecneueHus 6e30macHocTH HUCIIOu
NOApa3AensioTCs Ha:

- 3aKOHOJaTe/bHEIE (MPaBoBkie);

= MOPAaJIbHO-3THYECKHE;

= OpraHH3alMOHHbIE (aAMHHHUCTPATHBHEIE);

- (u3HYEeCKHE;

- TEXHHYECKHE (annaparHkie H NporpaMMHLIE).

Ilepeyenn BrIGpaHHBIX Mep oGecnieuenus Ge30macHoCTH oTpaxkaercs B Ilnane meponpu-
ATH 110 06eCNIeYEHHIO 3aUTEI MEPCOHANBHBIX JaHHBIX.

6.1. 3akonomareabuble (npaBoBbie) Mepbl 3aHTDHI

K npaBoBrIM Mepam 3amutel oTHOCATCS NEHCTBYIOLIME B CTpaHE 3aKOHbI, yKasbl H Hop-
MAaTHBHBIC aKThl, pEr/aMEHTHpYyIoIKe npaBuna obpamenus ¢ [1][x, 3aKpeIUIsIOIIME NpaBa M
00513aHHOCTH YYaCTHHKOB HH(OPMALIMOHHBIX OTHOLIEHUH B npouecce ee 06paboTKM M HCMOJIb-
30BaHWS, a TAKKE YCTAHABIMBAIOIUHE OTBETCTBEHHOCTh 3a HAPYLIEHHSI THX npaBui, NpensT-
CTBYs TEM CaMBIM HeNMpaBOMEpPHOMY Mcrmonb3oBanuio I1JIH M sBasiomMecs CAEPXHBAIOIUM
($aKTOpoM AN NOTEHUMANBHBIX HapyILIHTENEHi.

IlpaBoBble Mepbl 3aIMTEI HOCAT B OCHOBHOM YOpeXAAoWKi, npodunakTHyeckuii xa-
paKTep ¥ TPeOYIOT NOCTOAHHOH Pa3bACHUTENBHOM paboThI ¢ NONB30BaTENIMH M 0GCITYIKHBAIO-
IIHM [IEPCOHAIOM CHCTEMEL.

6.2. MopanbHO-dTHYECKHE MepPbl 3aLIHTHI

K MopansHo-3THYECKMM MepaM oTHOcATCS HOpMBI MOBEACHHUS, KOTOPBIE TPAAHLIMOHHO
CTIOKHIIMCh HITH CKNIaIBIBAIOTCA 10 Mepe pacnpocTpadenus OBM B CTpaHe WM oOwecTBe. ITH
HOPMBI GoJiblueit YaCThIO He SABMSIOTCA 0GS3aTeNbHBIMH, KAK 3aKOHOAATENBHO YTBEPXKACHHbIE
HOPMATHBHBIC aKThbl, O/IHAKO, UX HECOOMONEHHE BeAEeT OOBIYHO K MaJECHMIO aBTOpHTETA, mpe-
CTHXXA YE/I0BEKa, TPYIIbL L MW OpraHu3auuH. MopanbHO-3THUECKHE HOPMBI GHIBAIOT KaK He-
nrcanble (HanpuMep, oGLIENPH3HAHHBIE HOPMBI YECTHOCTH, NMaTpHOTH3MA H T.M.), TaK H MHca-
HBIE, TO €CTh OOPMIIEHHEIE B HEKOTOpEIH CBOA (YCTaB) MPaBUIl WK NpeaMHCAHHMIA.

MopabHo-3THYECKHE MepBI 3aLKUThI SBASIOTCS npoduIaKTHYECKHMH U TpebyIoT nocTo-
SIHHOH PaboThI MO CO3/aHHIO 310POBOTO MOPANILHOTO KJIMMATA B KOJIEKTHBAX NoJpa3ieneHuUiA.
MopaibHO-3THYECKHE MEpHI 3aILMTHI CHHKAIOT BCPOSATHOCTb BOBHHKHOBEHHS HEraTHBHBIX JEii-
CTBHH, CBA3aHHBIX C Y€NIOBEYECKHM (aKTOpOM.

6.3. Opranuzanuonubie (aAMHHHCTPaTHBHbIE) MEPBI 3ALUMTHI

OprauusaupoHHele (aIMHHHCTPATHBHBIE) MEpHI 3aIIKMTHI - 3T0 Mepbl OpPraHU3aLHOHHOTO
XapaKTepa, periaMeHTHpylomune npoueccsl ¢pyHkunonuposanus UCIIIIH, ucnonb3oBauue pe-
cypcoB UCIIIH, aesTenbHOCTs 0GCHYXHBAIOLLEro NEpCoHaNa, a Takke MOpPANOK B3aumoneii-
crBus monb3oBarene ¢ UCIH Takum o6pasom, uto6sl B Haubonbel crenenu 3aTpYAHHTH
HIIH HCKIJIIOYMTE BO3MOXKHOCTh pealiM3aliM yrpo3 6€30NacHOCTH MM CHU3UTH pasMmep norepsb B
Cllyyae MX peaiH3aLHH.

I'naBHas uenb aIMMHMCTPaTMBHBEIX Mep, MPEANPHHAMAEMbIX Ha BBICLLIEM YNpaBJeHYe-
CKOM ypoBHe — cpopmuposats IlomuTiKy MHPOpPMALMOHHONH Ge30nmacHoCTH ITT1 (oTpaxaro-
LLyI0 MOAXO/BI K 3aLUMTe HHPOPMALUK) H 0GECTIEYNTD ee BHIMONHEHUE, BhIAC/SS HeobXoaAnuMBbIE
PECYpPChl H KOHTPOJIMPYS COCTOSIHUE Jell.

Peanuzaums TMonuthku uupoOpMaLmonHO# Ge30macHoCTH [0 8 UCI1dH coctouT M3
MCp aAMHUHUCTPAaTHBHOIO YPOBHS H OPraHH3aLMOHHBIX (MPOLEAYPHBIX) MEp 3aluTel HHpOpMa-
LMK,
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K agmunHucTpaTuBHOMY ypoBHIO OTHOCATCH pelieHus PYKOBOJICTBA, 3aTparuBaiolLue Je-
arensHocTe UCTITH B uenom. Ot pewenns sakpennsiores B [outhke HHpOPMaUHOHHOI Ge3-
0nacHOCTH. [IpuMepoM TakuX pereHuii MOryT GbiTh:

- NPUHATHE pelieHHs O (QOPMHPOBAHHM WM MEPECMOTPE KOMIUIEKCHOI NpOrpamMal
obecneuenus GesonacHoctu I1/]H, onpe/eneHre OTBETCTBEHHBIX 3a ee peanu3aumio;

- GopmynupoBaHHe Lelnei, MOCTaHOBKa 3aaay, OMpeAesieHHe HanpaBlieHHi NeATENbHO-
ctd B 06nactu GesonacHoctu I11;

- NPUHATHE PELUCHWH MO BOMPOCAM peaiu3ali¥ MPOrpaMMEl 6e30MacHoOCTH, KOTOpBIE
paccmatpuBatoTcs Ha ypoeHe OV B uenom;

- obecrnieueHre HOPMATHBHO# (MpaBoBOii) Gasbl BOMpPOCOB 0€30MacHOCTH H T.II.

TlonuTHka BEpXHETO YPOBHS [O/DKHA HETKO OYEPTHTH chepy BAMSHHA H OrpaHHYEHHS
npu onpeneneHuy uenei 6esonacHocty [1/JH, onpeaeauTs KaKHMH pecypcamMH (MaTepHajibHbIE,
nepcoHan) oHu OyAyT MOCTHTHYThI M HAlTH pasyMHbIi KOMIIPOMHMCC MEXAY TpPHEMIEMBIM
YpoBHeM Ge3onacHocTH U pyHKuMoHaNbHOCTEIO MCIT/IH.

Ha opranusammonHom yposHe onpenenstorcs MpoLeAYPsI H MPaBHAA NOCTHXEHHS Leneii
u pewenus 3anay Mommruku uudopmaumonHoii 6esonackoct [JIH. Du NpaBHia ONpeesioT:

- KakoBa 06/1acTh NpUMEHeHHs nonuTuky Gesonackoctu [1]Tx;

- KAKOBBI poJIM M 00A3aHHOCTH JIOJDKHOCTHBIX JIHLI, OTBEYAIOLIME 3a NPOBEEHUE TIOJIH-
THKH Ge3onacHoctu IT]IH, a Takke ux YCTaHOBMTb OTBETCTBEHHOCTb;

- KTO UMeeT npasa aoctyna K I[1][x;

- KaKMMH MEpaMH U cpeacTBaMH obecneynBaercs 3awura [1/]x;

- KaKHMH MEpaMH M CpeACcTBaMH 00€ecneYHBaeTCs KOHTPOIb 32 COOMIOAEHHEM BBEICHHO-
ro pexuma 6e30nacHoOCTH.

Opranu3alyoHHEIe MEPHI JODKHBI:

- NpeAyCMaTpUBaTh PErNaMeHT MHQOPMALMOHHBIX OTHOLIEHWH, HCKIIOYAIOWIMX BO3-
MOXHOCTb HECAHKLIHOHHPOBAHHBIX NEHCTBHI B OTHOLUEHMH OOBEKTOR 3aLLUTHI;

= ONPEAEATE KOAIHUMOHHBIC H MEPapXHYECKHE MPHHLMMbLI H METOABl pa3rpaHHYeHHs
noctyna K ITJH;

- OMpeAensTh NOpANOK paboThl C MPOrpaMMHO-MATEMATHYECKHMM H TEXHHYECKHMH (arl-
NapaTHEIMH) CPEJCTBAMH 3aLUMTEl W KPHITO3ALHTEI M APYTHX 3aLIHTHBIX MEXaHH3MOB;

- OpraHu30BaTh Mepsl npotusoaekicTeus HCJl nonbsosarensMu Ha stanax ayreHTHdu-
KalliM, aBTOPU3ALMH, HACHTHOHKALMH, 06ECTIEYMBAIOLIMX FAPAHTHH PEANH3ALIHH TIPaB U OTBET-
CTBEHHOCTH CYOBEKTOB HH(POPMALIHOHHBIX OTHOILEHHIA.

OpraHu3aLMOHHBIE MEPHI JI0/DKHBI COCTOSTE H3:

- Ilopsiaka pomnycka cOTpynHMKOB K Mcnofs3osanmio pecypcoe UCIIIn OV (Pa3perun-
TelbHas cuctema gocryna k IT/{H);

- MHctpykumii nonbsosareneit UCIJIn (aamunuctparopa WCII/IH, aJIMHHHCTpaTOopa
besonacHocTH, oneparopa UCII/In);

- MHCTpyKUMH nob30BaTeNs NPH BOSHHKHOBEHHH BHELITATHBIX CHTYALIMiA.

6.4. ®usnyecKHe MepbI 3aLHTHI

®u3nuecKHe MEpbl 3aLUMTBl OCHOBAHEI HA NMPHMEHEHHHM Pa3HOTO POJA MEXAHHUYECKMX,
BNIEKTPO- MIIH 3/IEKTPOHHO-MEXAHHYECKUX YCTPOHCTB M COOPYXKEHMH, CrELMaNbHO MpeIHa3Ha-
YEHHBIX JUIsl CO3NaHMA (U3NYECKHX NPENATCTBHH HAa BO3MOXHBIX MyTAX NPOHHKHOBEHHA H JIO-
CTyna NoTeHUHAIBHbIX HAPYIIMTE/NCH K KOMIIOHEHTaM CHCTEMBI H 3aluuiaeMoii HopMaLuy, a
TaKOKe TEXHHYCCKUX CPEACTB BU3YaJIbHOTO HaOMIOACHHS, CBA3M M OXPaHHOM CHIHAIM3ALMH.

Du3nyecKas 3alMTa 31aHWH, MOMELICHHH, OOBEKTOB M cpeacts MHpoOpMaTH3aLMK
AOJDKHA OCYIUECTBIATECA MYTEM YCTAHOBJIEHHs COOTBETCTBYIOLIMX MIOCTOB OXPAHBI, € MTOMOIIBIO
TEXHHYECKHX CPE/ICTB OXPaHBl WM MOOBIMH APYrMMH CrocoGamH, NpPeA0TBPALIAIOLIHMH HIIH
CYIECTBEHHO 3aTPyIHAIOLWMH MPOHHKHOBEHHE B 3/1aHHE, MOMELLEHHs NOCTOPOHHHX JIHLI, XH-
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WeHHEe HHPOPMALMOHHBIX HOCHTENeH, caMux CPEACTB HH(POPMATH3ALMH, HMCKITIOYAIOMHUMH
HaXO0XK/ICHHE BHYTPH KOHTPOJIMPYEMOii (oxpaHseMOit) 30HBI TEXHHYECKHX CPEICTB pa3BeAKH.

6.5. AnnapaTtHo-nporpamMmHble cpeacrea sammutsol I

Texuuueckue (annapamo-nporpaMMHme) MEpPBl 3alUTBl OCHOBaHBI Ha HCMOJNB30BAHUH
PAa3/IHYHBIX 3/IEKTPOHHBIX YCTPOHCTB M CrIeLMATbHBIX porpamM, BXoadwKX B coctas UCIIIIH u
BBITIOJIHAIOMMX (CAMOCTOATENIBHO MIIH B KOMILIEKCE C APYTHMH CpeACTBaMH) (pyHKLUHM 3aLuThl
(MneHTHdHKALMIO U ayTeHTH}UKALHIO TOJIB30BaTENCH, pasrpaHHyYeHHe AOCTYyMa K pecypcam,
perucTpauuio cobeITHid, Kpunrorpaduueckoe 3aKphITHE HHGOPMaLIWHU U T.1.).

C yuerom Bcex TpeGoBanuii u NpUHUMNOB oGecnieyenns GesonacHoctu [1/TH B HCI1n
M0 BCEM HANpaB/ICHUAM 3alUTLI B COCTAB CHCTEMBI 3aLUMTHI JIOJKHBI GbiTh BKJIOYEHBI ClEayIO-
LLIHE CPEeACTRa:

- CpeAcTBa MAeHTH(UKALMH (ono3naBauus) u ayTeHTH(HUKauuK (NMOATBEPXKICHHS NOJ-
JTHHHOCTH) NOJIB30BaTe el HUCIIOn;

- CPCACTBA pasTpaHUYEHHs NOCTyNa 3aperHCTPUPOBAHHBIX MOJB30OBATENCI CHCTEMBI K
pecypcam UCI1Iu OV;

- CPeACTBA 0BECTIeYEHH H KOHTPOS LENOCTHOCTH NpPOrpaMMHBIX U HH(POPMaLIMOHHBIX
pecypcos;

~ CPEACTBA ONEPaTHBHOTO KOHTPOJIA H PErMCTPaLMK COOBITHi GesonacHocTy;

- KpHNTOrpadMyecKue cpeacTBa 3aiuThl ITH.

YenemHoe npuMeHeHne TeXHUYECKHX CPEACTB 3aLUMTBI HA OCHOBAHWH MPHHLMIOB (pa3-
A€ 5) NPeANoNaraeT, YTo BBINOJHEHUE TIEPEYHUCIICHHBIX HIbKe TpeGoBaHmii obecrieyeHo opramu-
3aLHOHHBIMH (aJAMHHHCTPATHBHEIMH) MepamMH H HCTIONBb3YeMBIMH (PU3HYECKHMH CpeacTBaMu
3aIUTHL:

- obecneyeHa (U3MYECKas LENOCTHOCTD BCEX komnoHeHT UCT1/IH;

= K&XJBIi COTpyaHHK (MOJIb30BaTENb HUCII1IH) unm rpynna none3oBareneii umeer YHH-
KaJIbHOE CHCTEMHOE MMS H MHHHMAJIBHO HEOGXOAMMBIE U1 BBINONHEHHS UM CBOMX $yHKuHO-
HaJIbHBIX 00A3aHHOCTEH NOJTHOMOYKS MO JOCTYMy K pecypcam CHCTEMBI;

- 8 UCI1T1 OV pa3spa6otka u otnanka NporpaMm oCyLIeCTBAseTCA 3a npeaenamu UC-
I1/1H, Ha ucnBITaTENBHBIX CTeHJax;

= BCC M3MEHEHUS KOHQUIYpaLlMH TEXHHUECKUX W nporpammMueix cpeacts UCI1Iu npo-
HU3SBOZATCS CTPOTO YCTAHOBJICHHBIM NOPANKOM (PErUCTPHPYIOTCS U KOHTPOJIMPYIOTCS) TOJIBKO Ha
OCHOBaHWHM pacnopsbkeHuii pykoBoactea OV;

- ceTeBoe 0GopyAOBaHHE (KOHLEHTPATOPEI, KOMMYTaTOpbl H T.I.) pacnoJiaraercs B Me-
CTaxX, HENOCTYNHBIX M1 NOCTOPOHHMX (CTIELHANBHBIX MOMELLEHHAX, wkadax, 1 T.1.).

- cneunanuctamu OV ocymecTensercs HenpepbiBHoe YNpaBJIeHHE W aIMHHUCTPAaTHBHASA
NoANePXKa QYHKUMOHHPOBAHHS CPE/ICTB 3aLHThI.

21



7. Kountpoas 3¢pdexrusnocTn cucremsl 3amutel HCIIAn OY

Koutpons spdekruBrocTd C3I1/IH nomKeH OCYILIECTBASETCS HA MEPHOJHYECKOH OCHO-
Be. Llenplo KOHTpons 3(P(EKTHBHOCTH SBJIACTCA CBOEBPEMEHHOE BbISABJICHHE HEHaJIEKallUX
pexxumoB paGotel C3IIJIH (OTKIIOYEHHE CPEACTB 3alMTHI, HAPYLIEHHE PEXKHMOB 3aLUMTHI, He-
CaHKLIMOHMPOBAHHOE H3MEHEHHE PEXKHMMA 3aLMThI H T.11.), NPOrHO3HPOBAHHE ATAK U NPEBEHTHB-
HOE pearipoBaHHE Ha HOBbIE yrpo3sl 6e3onacHocTH T1]TH.

KonTponb MoxeT npoBoauTses kak aamMuHucTpaTopamu GesonacHocty UCTI[n (onepa-
THBHBIH KOHTpONIb B mpouecce HHbopmauuonHoro s3aumoneicTsus B UCI[IH), Tak u npusie-
KaeMBIMH [UIsl 3TOH L€/IM KOMIIETEHTHBIMH OPraHU3aLUsAMH, HMEIOLMMH JIMLEH3HIO Ha 3TOT BH/
AearenbHOCTH, a Takke PCTIK Poccuu u ®CB Poccuu B npenenax MX KOMMNETEHLIHH.

KoHTposb MOXET OCYIIECTBIATBCS aAMHHMCTPATOPOM G€30MAaCHOCTH KaK ¢ MOMOLLBIO
IITaTHBIX CPEACTB CHCTEMbl 3aiMThl [1/lH, Tak ¥ C MOMOILUBIO CMELMANBHBIX TPOrPaMMHBIX
CpeNCTB KOHTPOJIS.

Ouenka sdpdexruBHocTH Mep 3awmtel [1IIH NPOBOAMTCA ¢ MCMONB30BAHHEM TeXHHYE-
CKMX H MPOrpaMMHBIX CPECTB KOHTPOJISl HA MPEAMET COOTBETCTBHA YCTAHOBIEHHBIM TpeGoBa-
HHAM.
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8. Cdeprl oTBeTCTBEeHHOCTH 32 Ge3onacHoCThb Iau

OtBeTcTBeHHBIM 32 pa3paloTKy Mep H KOHTPOJIb Haj obecreyeHHeM Ge3onacHocTu nep-
COHAJIbHBIX JAHHBIX ABIACTCS aAMHHUCTPATOP MHPOPMALMOHHOMN Ge30MacHOCTH (nanee - AUB),
Ha3HavaeMblii mpuka3om aupektopa OV,

Codepa oteercTBeHHocTH AUB BKIIOYaeT ClenylolKe HanpaBjeHUsa obecnevyeHus Ges-
onacHoctH [T]H:

- IInanuposanue u peanusaums mep no obecneyeHnio Ge30NacHOCTH IH.

- AHanu3 yrpo3 6ezonacsoctu IT/IH.

- PaspaGoTky, BHeipeHHe, KOHTPONIb HCTIONHEHHS U NoAAepKaHHE B aKTYalbHOM COCTO-
AHUH TIOTUTHK, PYKOBOACTB, KOHLICMLMHA, NPOUENYD, PEraMeHTOB, HHCTPYKLHH U JApYrux opra-
HHU3ALIHOHHBIX JOKYMEHTOB N0 00ecneyeHtIo 6e30nacHOCTH.

- Konrpons samumennoctu HT-undpacrpykrypsr OV ot yrpos UB nytem.

- O6yuenue u uHopMUpOBaHHe NoNb30BaTENEH HUCI1[l1 o nopsiake pa6otel ¢ ITH u
CPEICTBAMH 3alLlHTHI.

- IlpenoTepaiuenue, BhisBlieHUe, pearupoBaHue U paccnenoBaHue HapylueHHii 6e3onac-
HoctH [1[0H.

- He pexe oamoro pasa B kBapran (a npu Hanuuuu Heo6XOAUMOCTH U yaue) uHpopMu-
poBanue pykoBoacTea OY o cocrosHun uHGopMaLMOHHOI 6e30nacHOCTH.

Ipu B3aMMOAEHCTBHH CO CTOPOHHMMH OpPraHW3aLMSMM B Cllyyasx, KOriaa COTpyAaHHKaM
9THX OpraHH3alMi NPeNOCTABAETCS JOCTYN K 0OBbEKTaM 3aIuThl (paspen /3/), ¢ aTumu oprauu-
3aLMAMH I0/DKHO OBITh 3aKknoueHo CornauieHue o KoH(puaeHIManbHocTH, nu6o Cornamenue o
cobmoznennu pexuma GesonacHoctu [TJ[H npyu BBINONHEHUH pabot 8 UCII[TH. [ToaroToBka TH-
MOBLIX BAPMAHTOB STHX COrNALICHHH OCywecTBAsETCA coBMecTHO ¢ Opuauyeckum oTnenom.
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9. Monens HapymnTens GezonacHocTy

[loa napymurenem B OY nonumaercs JIMLO, KOTOPOE B pe3y/ibTaTe YMBILUIEHHBIX HIIH
HEYMBILLIIEHHBIX JICHCTBHH MOXET HaHecTH yuiep6 06beKTaM 3alHThI (pazanen /3/).
Hapymurenu noapasnensiores no Npu3HaKy npuHaanexxHoctu k UCTIIH. Bee napywu-
TeJIH JENATCA Ha JIBE FPYIIIb:
® BHCIIHHE HApYIIMTENH — (U3MYeCKHe NHLa, HE UMEIOLIHE Npasa npebbiBaHus Ha
TCPPUTOPHH KOHTPONHPYEMO#t 30HBI, B MpeAenax KOTopoil pasMewaercs obopyno-
Banue MUCI1/In;
¢ BHYTPCHHHE HApyIIMTENH — (H3MYECKHE JMLA, MEIOLLME TIPABO NpeGLIBAHMS Ha
TCPPHTOPHH KOHTPOJIMPYEMOH 30HBI, B MpeeNax KOTOpo# pasMeluaercs obopyno-
Banue UCITH.
Knaccudukauus napymmureneii npexcrasnena s Mopenu yrpos 6esonackoctu nepco-
HalbHBIX AaHHbIX UCT1H.
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10. Mogeas yrpo3s GesonacHoctu

Jns UCI1[In OV BbiZENsIOTCS ClEAYIOMIHE OCHOBHBIE KaTeropud yrpo3 0e30macHocTH
NEPCOHANBHBIX JaHHBIX:

1) Yrpossi ot yTeuku no rexuuueckum kananam.

2) Yrpo3bl HecaHKLIHOHHPOBAHHOTO nocryna K HHGpopmaumu:
= Yrpo3bl YHHYTOXEHHS], XHLIEHHSA aNMNapaTHbIX cpeacrs UCI1JIH HocuTeneit nugop-
MallMH nyTeM (usuyeckoro noctyna k snementam MCIIIH.
- YTpO3bl XHIIEHHS, HECAHKUMOHUPOBAHHON MOAM(DHUKALMH WK GnoKHpoBaHHs HH-
opmaiK 3a CYET HECaHKLUMOHHMPOBAHHOTO NOCTYNa (HCH) ¢ npumenennem npo-
TPaAMMHO-aNNapaTHLIX H MPOTpaMMHBIX CPEACTB (B TOM 4MCE MPOrPaMMHO-
MaTeMaTH4YeCKMX BO3JeHCTBHii).
= Yrpo3sbl HempeHaAMePEHHBIX AeHCTBHIT NoNb30BaTeNel 1 HapyleHui 6e30nacHoCTH
¢yskunonuposanus UCI1u u C3[1/IH B ee cocraBe u3-3a cGoeB B NporpaMMHOM
obecrieyeHuH, a TaKke OT Yrpo3 HEaHTPOTIOTeHHOTo (c6oeB annaparypsl M3-3a HeHa-
ACHHOCTH 3IEMEHTOB, COOEB D/IEKTPONUTAHMSA) H CTHXHHHOTO (ynapoB MonHwuii, no-
XKapoB, HABOJHEHHIA M T.I1.) XapaKTEpoOB.
- ¥Yrpo3sl npeiHaMEPEHHBIX NeHCTBHIA BHYTPEHHHX HapyLUHTENEH.
= Yrpo3sl HECaHKLMOHHPOBAHHOTO JOCTYNA M0 KAHANAM CBA3H.

Onucanue yrpos, BEposATHOCTb MX peasH3alliH, ONACHOCTh U aKTyallbHOCTb NpeJcTaBlie-
Hbl B Mojienn yrpo3 6e30macHOCTH NepcoHalbHBIX AaHHBIX HUCIIOH.

29



11. Mexauu3m peanunsaunn Konuenuuu

Peanusauus KoHuenimu 10/0KHa OCYIECTRBASTECS HA OCHOBE NEPCNEKTHBHBIX MPOrpamMm
H MJIaHOB, KOTOPBIE COCTABIAIOTCA HA OCHOBAHMH M BO MCTIOJIHEHHE:

- (enepanbHbIX 3aKOHOB B o6nactu obecneueHns MHPOPMALMOHHOH 6e30MACHOCTH H
3a1MTH HHpOpMaLMH;

- nocraHoBieHwii [1paBurenscTa Poccuiickoit ®eaepanum;

- PYKOBOJSIIMX, OPraHM3alMOHHO-PACTOPANUTENHBIX H METOAUYECKHX JOKYMEHTOB
®CTIK Poccuu;
- notpebHocrei MCIT/IH B cpeactpax obecneuenus Ge3onacHoOCTH nHpopMauuu,
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12. Omnpaemblii 3pdexT ot peanuzannn Konuenuuu

Peanuzaums Konuenuuu 6esonacuoctu I/1H B UCI1 I no3posut:

- OLCHHTh COCTOSAHKE Ge3onacHoCTH MHOOPMaLKUH HUCIIIH, BLISBUTL HCTOYHUKH BHYT-
PEHHHX H BHEIIHHX Yrpo3 MHQOPMALMOHHON 6e30MacHOCTH, ONpEeNe/IUTE TIPHOPHTETHBIE
HaNpaBJIeHHs NPEJIOTBPAILCHHS, OTPOKEHHS M HEHTPANN3aLKMH STHX Yrpo3;

- pa3paboTaTh pacniopsaUTeNbHEIE H HOPMATHBHO-METOAHYECKHE JOKYMEHTBI TIPHMEHH-
TensHo K UCIT]IH;

- NPOBECTH KIaccupukauuio u ceprudpukaunio MCITTx;

= NIpOBECTH OpraHM3allHOHHO-PEKUMHEBIE M TEXHHYECKHE MEPOTIPHSATHA N0 06eCeYeHHIO
6esonacnoctu IT1u 8 UCIT/IH;

- obecneuuTh HEOOXOAMMBIH YPOBEHb GE30MaCHOCTH 0OBEKTOR 3allHTHI.

OcymecTBieHHE ITHX MEPONPUATHIA 0BECNIEUHT CO3AHME AMHO, LEJIOCTHOM U CKOOp-
AHUHUPOBAHHOM CHCTEMBI HHGOPMALMOHHON Ge30MacHOCTH UCTII1 u co3pact ycnosus ans ee
JabHEHIIEro COBEPIIEHCTBOBAHUA.
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13. Cnucox HCIOJB30BAHHBIX HCTOYHHKOB

OcHoBHBIMU HOPMaTHBHO-TIPABOBLIMH M METOIHYECKHMH AOKYMEHTaMH, Ha KOTOpBIX
Gasupyercs HacTosmas Konuenuus, seastores:

| ®enepanbubiii 3akon ot 27.07.2006 r. Ne 152-®@3 «O NePCOHANBHBIX NaHHBIX» (Hajee
— @3 «O nepcoHanbHbIX AQHHBIX»), YCTaHaBIMBAIOLIMI OCHOBHEIE NPHHLMNBI H YCI0BHs 06pa-

pabotkoii [T1/]H.

2 IMocranoBnenue IlpaButenscrea PO  or  01.11 2012 Ne 1119
"06 yTBepxaeHuu TpeGoBanuii k SallHTe NMEpCOHANBHBIX JaHHBIX NPH UX 0bpaboTke B HHoOp-
MALHOHHBIX CHCTEMax NMepCOHABHBIX JaHHEIX",

3 «llopsnox npoBenenus KnaccHukauuu HHGOPMALMOHHEIX CHCTeM NEPCOHANBHBIX
AQHHBIX», YTBEPXKIAEHHBIH COBMECTHBIM IIpukasom ®CTIK Poccuu Ne 55, @CB Poccuu Ne 86 u
Mutundopmesssu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenue 06 ocobeHHOCTSIX 00paboTkH nepcoHanbHBIX NAHHBIX, OCYIIECTBISEMO i
6e3 ucnonb3oBanms cpeacts aBTOMAaTH3aLUu», yTeepxkaeHHoe [TocTaHoBIeHHeM IIpaButenscraa
P® ot 15.09.2008 r. No 687.

5 HopmaruBHo-MeToquueckue AoKymeHTEl DenepanbHoi cyx6sl no TEXHHYECKOMY H
JKCNEPTHOMY KoHTpommo Poccuiickoit ®enepauun (nanee - ®CTIK Poccum) no obecneyenuto
6esonackocty IT]11 npu ux obpa6oTke B UCIT/[u:

6 PexomeHnauuu no oGecneyenuo Ge30nacHOCTH NepcoHaNbHBIX JaHHbIX npu ux obpa-
00TKe B MH(OPMALHOHHBIX CHCTeMax NEPCOHANBHBIX [NaHHBIX, YTB. 3am. AupekTopa ®CTIK
Poccum 15.02.08 r. (JICIT)

7 OCHOBHBIE MEPOTIPUATHSA 11O OpraHu3aLMK H TEXHHYECKOMY obecneueH o 6e30nacHo-
CTH NEpCOHANbHBIX NaHHBIX, 00pabaThBacMBIX B MH(OPMaLMOHHEIX CHCTEMax NEPCOHANBHBIX
AaHHBIX, yTB. 3aM. nupektopa ®CTIK Poccuu 15.02.08 r. (ZICIT)

8 basosas Mozens yrpos Gesonachoctu TNIEPCOHANBLHBIX NAaHHBIX NpH UX 06paboTke B
MHPOPMALMOHHBIX CHCTEMAX MEPCOHANILHBIX AaHHBIX, yTB. 3aM. aupextopa ®CTIK Poccuu
15.02.08 r. (JICIT)

9 Metoauka onpenenenns akTyanbHeIX Yrpo3 0e30NacHOCTH MEPCOHANBHBIX JAHHBIX
npu ux 06paboTke B HHPOPMALMOHHBIX CHCTEMAX TEPCOHANBHBIX NAHHBIX, YTB. 3aM. AupeKTOpa
®CTIK Poccuu 15.02.08 r. (JICIT)
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